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Abstract: Cloud computing in a narrow sense is technically different from the traditional server-client model, grid computing, etc., the 

systems architecture of the software systems involved in the delivery of cloud computing, typically involves multiple cloud components 

communicating with each other over application programming interfaces, usually web services. Conceptually speaking, there isn't that 

much difference with other server-server-client models. Cloud computing is an Internet-based computing service provided by the third 

party allowing share of resources and data among devices. It is widely used in many organizations nowadays and becoming more 

popular because it changes the way of how the Information Technology (IT) of an organization is organized and managed. While there 

is increasing use of cloud computing service in this new era, the security issues of the cloud computing become a challenges. This paper 

firstly lists out the architecture of the cloud computing, then discuss the most common security issues of using cloud and some solutions 

to the security issues since security is one of the most critical aspect in cloud computing due to the sensitivity of user’s data. 
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I. INTRODUCTION  

Cloud computing is a relatively new service that allow the users to store and access computing resources and data over 

Internet rather than from the local hard drive which might be costly. It help to increase the storage capacity because users 

can have more than one cloud service to stored their data and thus reduce the cost because there is no need to own an 

expensive computer with a larger memory. According to the US National Institute of Standards and Technology (NIST), 

cloud computing is a model enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and 

released with minimal management effort or service provider interaction [1]. While the users are enjoying all the benefits 

that cloud computing could provide, many of the users did not realized that there are many threats that might cause a 

great loss them. Most of them did not even know how the cloud service provider manage their data and where exactly the 

data is stored. When choosing to use cloud computing service, the users are actually handling the confidential data to the 

third party who helps the users to keep and backup the data or resources. Based on that, there are some question that 

might be asked by the security professionals like “Do you really think that the data is safe and secure when it is managed 

by the third party?” and “Do you trust the cloud service that you use?” Security issues and challenges are then arises 

since there is lack of awareness while the users are using the cloud service that provided by the cloud service provider 

[2].  

This paper discusses the state of the art of cloud computing domain focuses on the issues and challenges and the current 

practices. This paper is organized as follows: Section 2 explores the related work; Section 3 describes the security issues 

and challenges of the current issues in cloud computing studies, Section 4 explains the solutions and practices utilize in 

overcoming the issues; and finally Section 5 presents the conclusion and future works of this study. 

II. LITERATURE SURVEY 

 

 Manpreet Kaur:  Cloud computing is an emerging paradigm which has become today’s hottest research area due to its 

ability to reduce the costs associated with computing. In today’s era, it is most interesting and enticing technology which 

is offering the services to its users on demand over the internet. Since Cloud computing stores the data and its 

disseminated resources in the environment, security has become the main obstacle which is hampering the deployment of 

cloud environments. There are number of users used cloud to store their personal data, so that data storage security is 

required on the storage media. The major concern of cloud environment is security during upload the data on cloud 

server. 

Ashok Deokar: Cloud computing is an Internet-based computing, where shared resources, software and information, are 

provided to computers and devices on-demand. It provides people the way to share distributed resources and services 

that belong to different organization. Since cloud computing uses distribute resources in open environment, thus it is 

important to provide the security and trust to share the data for developing cloud computing applications. 
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Farhad Soleimanian Gharehchopogh, Sajjad Hashemi:  Cloud computing is known as the newest technologies in IT 

field which causes some worries for consumers and its producers due to its novelty. Looking at its literature, we can see 

the privacy and security aspects and trust are the main concerns. It creates an important hindrance for using by users. So 

we decided to evaluate some factors such as security for the acceptance of cloud computing. In this paper, we 

highlighted envision about security emphasizing for the maintenance of privacy and trust in accepting the cloud 

computing.  

Dr. Kusum Lata Jain: Cloud Computing has become an important infrastructure in today’s computing. Globally, the 

computation is moving towards the Cloud Architecture. It is required that we utilize the methodology to get better results 

in computing environment and making it applicable in various branches. The main thing to take into account is the 

security where a few security issues related to cloud computing are derived from the ways used to create such actions; it 

includes how the methods are scheduled and what type of data can be adopted in cloud. If security is not durable and 

uniform, the flexibility and merits that cloud infrastructure has to give will have small dependability.  

Hassan Takabi and James B.D. Joshi:Cloud computing is an evolving paradigm with tremendous momentum, but its 

unique aspects exacerbating security and privacy challenges. This article explores the roadblocks and solutions to 

providing a trustworthy cloud computing environment. 

 

 

 

III. RELATED WORKS 

 

3.1 Cloud Services Model: 

 

i)  Cloud Infrastructure as a service (IaaS):This gives business access to vital web architecture, such as storage space, 

servers, and connections, without the business need of purchasing and managing this internet infrastructure themselves. 

Because of the economies of scale and specialization involved, this can be to the benefit of both the business providing 

the infrastructure and the one using it. In particular, Iaas allows an internet business a way to develop and grow on 

demand. Choosing to use an Iaas cloud demands a willingness to put up with complexity, but with that complexity 

comes flexibility. 

 
Figure 1: IaaS Issues 

ii) Cloud Platform as a service (PaaS):A middle layer of cloud service model that provides a software environment or 

platform for the users to design, develop, deploy and test their application without worrying about the underlying of the 

cloud infrastructure using the virtual servers of the cloud service provided. Therefore, the users can build their own 

applications which running on the provider’s infrastructure and they have control over the deployed application they 

built. 
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Figure 2: PaaS Issues 

iii)Cloud Software as a service (SaaS):The cloud service provider developed and hosts the software or application on 

the cloud infrastructure allowing the users to use it with various devices by using the thin client interface such as web 

browser. However the underlying cloud infrastructure, network, servers, operating systems or even individual application 

capabilities is not manageable by the users [3]. It helps the users to save cost because of licensing of the traditional 

packages is more expensive compared to the monthly fee for renting the application from cloud service. 

 

 

 
Figure 3: Cloud computing map [3] 

 

3.2. Deployment model: 

 

1.Public cloud  

The entire infrastructure of this cloud model is located on the premises of the cloud service provider. The users normally 

share the same infrastructure pool with limited configuration. It is accessible by any user and any user can store their 

data in the same cloud provided by the cloud service provider. It provides scalable, dynamically provisioned and 

virtualized resources available over the Internet. 

2.Private cloud  
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The cloud infrastructure is owned by only one user and it is not shared with the others. The user has physical control 

over the cloud infrastructure and it is more secure compared to the public cloud where everyone shares a same cloud 

infrastructure. It provides host services on private network that helps most corporate network and data administrators to 

become in-house service provider efficiently. Studies by [3] provide an insights of a private cloud that addresses the 

requirements and needs of e-learning and collaboration in university. 

3.Hybrid Cloud: A hybrid cloud comprises assets from both corporate and public providers will definitely become the 

demanded choice for enterprises. The hybrid cloud is a combination of both corporate cloud and public cloud... For 

example, for general computing enterprise couldselects to make usage of external services, and its own data Centre’s 

comprises its own data Centre’s.  

 

 
 

 

Figure 4: Types of cloud deployment models [4].  

 

Community cloud  

 

The cloud infrastructure is shared among organizations that share the same concerns such as the mission, security 

requirement and policy. It may owned by more organization and it can exist on premises or even off-premises. 

 . Studies by [5] discussed the security issues for the cloud includes storage security, middleware security, data 

security, network security and application security. They also conducted a study approach where they solve small 

problems in cloud security hoping to solve the larger problems later. They discuss three issues which are:  

 i. How to secure documents published in third party environment.  

 ii. How secure co-processors may be used to enhance security.  

 iii. How XACML (extensible Access Control Markup Language) may be implemented in Hadoop environment  

 They claimed that major aspects in secured cloud computing would be building trusted applications from 

untrusted components. The extensive security issues and challenges will be discussed further in the next section.  

 

IV. SECURITY ISSUES AND CHALLENGES 

 

There are numerous security issues and challenges in cloud computing because it encompasses many technologies such 

as networks, databases, operating system, virtualization, resource scheduling, transaction management, concurrent 

control and memory management [6]. This is very important because the cloud service provider must ensure that the 

users is not facing any serious problem like data loss and data theft which may cause a great loss depending on the 

sensitivity of the data stored in cloud. A malicious user may pretend to be the legitimate users and infecting the cloud. 

There are a lot of security issues to be discussed: 

4.1. Security issues  
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Data at rest is the major issues in cloud computing because users may store all their common, private, or even sensitive 

data in the cloud which can be accessed by anyone anywhere. Data theft is a very common issue that are facing by the 

cloud service providers nowadays. Besides, some cloud service providers even don’t provide their own server because of 

the cost effectiveness and flexibility. There are also incidents like data loss which might be also a serious problem for the 

users. For example, the server is suddenly shut down and causes data loss of the users. Furthermore, natural disaster 

might also cause data to be damaged or corrupted. Therefore, physical data location can be considered one of the security 

issues in cloud computing. 

4.2. Privacy issues  

The cloud computing service provider must enforce their own policies to ensure the safety of the data users stored in 

their cloud model. They must make sure that they realize who is actually accessing the data stored in the cloud and only 

the authorized person can maintain the cloud service model [7]. The security of cloud computing should be done on the 

provider side and also the user side. Cloud service provider should provide a good layer of security protection for the 

users while the users should not tampered with the other user’s data. The cloud computing is a good way to reduce the 

cost and provide more storage if and only if the security is done by both provider and user. [8] Claimed that regulatory 

reform is essential to protect sensitive data in the cloud since one of the most challenging aspect in cloud computing is to 

ensures that the consumer have trust in privacy and security of their data. 

4.3. Application issues  

Monitoring and maintenance should be done by the cloud service provider frequently to ensure that the cloud is secure 

and not infected by the malicious code that have been uploaded to the cloud by the hackers or attackers with the purpose 

of stealing sensitive information or even damaging the information of certain users. 

4.4. Threats issues  

There are lots of security issues regarding the cloud computing that have been widely used nowadays. There are top nine 

threat that pose severe danger to the cloud computing in year 2013 according to “The Notorious Nine: Cloud Computing 

Top Threat” by the Cloud Security Alliance (CSA) [5]. The top nine threats that have been mentioned in the white paper 

are: 

i)Data Breaches  

Data that stored to the cloud by the users might be important and sensitive. The data store in cloud might be stole by the 

unauthorized users and that might poses some level of danger to the users under attack. It is the top threat to threat to the 

cloud computing because hackers or attackers can easily access to the data of the users which store in the cloud. The 

cloud stored a pool of confidential information of many users. The cloud service users should also ensure the quality, 

reliability and performance of the cloud service providers through Service Level Agreements (SLAs) negotiated between 

providers and users [4]. Therefore, data breaches are the worst problem that the cloud computing service faces. 

ii)Data Loss  

Data stored in cloud might be damaged or corrupted due to some reasons such as shut down of server because of 

financial or legal problem, natural disaster like earthquakes and fire [11]. Data might not be able to recover because back 

up is not done well and the data of the users will be lost forever if there are no extra copies of that information. 

iii)Account Hijacking  

The user’s account is stolen or hijacked and the hackers might impersonate he user to perform malicious and 

unauthorized activities which might also harm the user [3]. For example, the hackers might manipulate the data; provide 

false information and eavesdropping on transactions using the stolen account. In addition, no native APIs are used for 

login and anyone can register as a cloud service user hence the chances of the account being hijacked is high [4].  

iv)Insecure APIs  

Software Interface for the users to interact with the cloud services is also crucial to ensure the security of the cloud 

model. The API from the authentication and access control to the encryption and activity monitoring should be well 

implemented to protect against both accidental and malicious attack. For example, propose two stage access control 

mechanism using the Role Based Access Control Model (RBAC) in order to provide a strong API mechanism. 

v)Denial of Service  

Hacker uses this type of attack to flood the machine or network resources of the cloud service provider which interrupt 

the users and prevent the users from connecting to the network access [9]. This is also a security issues that might harm 

the user because cloud service becomes unavailable to users and they might not get what they need in time. 

vi)Malicious Insiders  
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Employee of the company might also be a big threat. They might be the attacker themselves or a partner of the hacker 

who has the better chances of stealing or tampering the data of the cloud model with intention. These activities cause the 

sensitive or confidential data of the users leak to the others which might harm the targeted users. Studies by [6] reveal 

that password and other confidential data can be easily obtained by malicious insiders of cloud service providers. Studies 

by [7] addresses the problems of malicious insiders where they claimed that it should be studied in two context which are 

insider threat in cloud provider (i.e. insider is malicious employee working for cloud provider) and insider threat in cloud 

outsourcer (i.e. employee of an organization which sourced its infrastructure to the cloud).  

vii) Abuse of Cloud Service  

Most of the cloud computing systems have weak registration system. For example, anyone with a valid credit card may 

register and start using the cloud service immediately. Thus, attackers often conduct the malicious activities by abusing 

the relative anonymity of the registration of the cloud computing services. Future areas of concern include password and 

key cracking, DDOS attack, launching dynamic attack points and hosting malicious data. 

viii)Insufficient Due Diligence  

Many users undertake little due diligence about their cloud service providers (CSPs). They did not even consider basic 

due diligence, such as assessing the financial health of the CSP or determining how long the CSP has been in business 

[8]. The due diligent should not be ignored because the cloud service provider might not secure enough and they did not 

take responsible to the data stolen from the cloud by some hackers. 

ix)Shared Technologies Issue  

IaaS vendors deliver their services in a scalable way by sharing infrastructure. It is not designed to offer strong isolation 

properties for a multi-tenant architecture. 

 

V.  SOLUTION FOR CLOUD SECURITY ISSUES 

 

The cloud computing have become more popular because many users start to realize its benefits. It allows the user to 

easily shrink the operation and also help to save cost. However, with the increased adoption rate of the cloud service, the 

security issues and risk have been increased as well [7]. In order to make cloud computing a better option to increase the 

user storage capacity and save their confidential information securely, there are few solutions and practice that helps. 

5.1. Vulnerability shielding  

The cloud service provider should improve the patch management. They should check the vulnerability of their cloud 

service frequently and always update and maintain the cloud to limit the possible access point and reduce the risk of 

attack of the cloud by the hackers. The cloud service provider might also use the Intrusion Detection System (IDS) to 

make sure the cloud service provided is secure and safe. 

5.2. Trusted cloud service provider  

The user should make sure that they find the right cloud service provider. Each cloud service provider has different 

approaches on data management in the cloud. Well established and experienced cloud service provider is more trust 

worthy and better choice. Besides, the standards and regulations of the cloud service provider are also very important. 

Examples of trusted clouds service providers are Amazon Web Services (AWS), IBM, Google and Microsoft. [8] Shares 

the comparison of cloud database so that user can have better understanding of each database and choose the appropriate 

database accordingly. In order to guide users in choosing the best cloud service provider, Cloudscape, have been 

developed in studies by [9]. They claimed that the application compares the cost and performance of cloud service 

providers and ensure fairness, representativeness and compliance while limiting measurement cost structure. 

5.3. Use cloud service wisely  

The data stored in the cloud should be confidential and even the cloud service provider should not have access to those 

information [9]. The data stored in the cloud should be well encrypted to ensure the security of the users’ information. 

Anyone who needs access to the data in the cloud should ask for the permission of the users before doing so.  

5.4. Security check events  

The users should have clear contract with the cloud service provider so that the users can claim if any accidents or 

breaches of the sensitive data stored in the cloud. The users must have clear agreement with the cloud service provider 

before using the cloud services provided by that particular cloud service provider. The users should ensure that the cloud 

service provider give enough details about fulfillments of promises, break remediation and reporting contingency.  
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5.5. Data storage regulations  

The architecture of the cloud environment is an important aspect to ensure the security of the data stored in the cloud. 

The users must understand the concept of the data storage regulations which the cloud service provider follows. Cloud 

service provider that provide security solution compliant with regulations such as HIPAA, PCI DSS, and EU data 

protection laws are some of the best choice. 

5.6. Identification management and authentication  

When the user wants to access the data stored in the cloud, they must be authenticated not only by using the username 

and password but also the digital data. Multi-level authentication technique introduced by can also be implemented in 

cloud computing. The technique generate password in several levels before the user can access the cloud services. 

Anonymousauthentication (i.e. identity of user is protected from the cloud) can also be implemented where only valid 

users are able to decrypt the information [10]. Other than that, proposed scheme by [10] can also be applied in cloud 

computing where they claimed that their new password authentication scheme are secured from impersonation , off-line 

guessing and man in the middle attack. Furthermore, leakage-resilient authentication can also be utilized in order to 

improve the security of the cloud services [11].  

 

VI. CONCLUSION 
Cloud computing is a model that helps to speed up and increase the flexibility of data management with reduced cost. It 

is undeniable that cloud computing has brings us lots of benefits and becoming more popular nowadays. Many large 

companies start using cloud service in their business. While the cloud computing is widely used, the security becomes a 

concern to everyone who use cloud services. There is a lot of security arises continuously while there are improvement 

as well on the security model of the cloud service provided. Despite the increasing use of the cloud service, the user 

should use the cloud service provided wisely in a way that always ensure good security practices so that this technology 

have the potential to bring the information technology to the next level. Cloud computing might help us to separate he 

software from the hardware as more technologies are used as service using cloud and software might have a highly 

abstract space with the computer hardware. It is expected that this paper provides some basis or foundation in regards to 

issues and challenges in cloud computing.  
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