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ABSTRACT

Network security is designed to protect the usability and
integrity of different network and data. It makes efficient
and effective access to the system. It finds a variety of
threats and stops them from entering or spreading on
our web. A body sensor network (BSN), is a wireless
network of wearable devices. A human health monitoring
platform designed and developed under the application
of the body sensor network. Internet of Things (IoT) is
a new concept that is to allow users to connect various
sensors and smart devices to collect real-time data from
surroundings. This paper presents a novel approach for
data transmission, security, and reliability and proposed
architecture based on the cognitive model to realise
coaching system for daily life activities. Also, itintroduces
a structural health monitoring framework, used to collect
data from multiple data sensors to make intelligent and
reliable monitoring. This paper also proposes a secure
and reliable body-sensor network based on the Internet
of Things. It is a new model introduced to the overall
health of the patient. It stimulated and implemented
through strong pro activities of the patient and realised
using mobile devices. Visions for future health-care [oT
and some future research methods are proposed.

KEYWORDS: Iot, health system, security, body sen-

sor network.
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[. INTRODUCTION :

Internet of things is recently received and
makes proper attention due to its potential and ca-
pacity. Wearable devices have become popular and
innovative devices in the Internet of Things. In re-
cent decades the ageing of the population has led to
a change in the health field with particular attention
to the issue of home care and e-health. Health care is
one of the fastest growing in the internet of things.
Integrating [oT features into medical devices can im-
prove the quality and effectiveness of good health.
Object connected to the internet is mobile phones,
cameras, home appliances, city infrastructures, med-
ical instruments, plants and so on. This concept as-
sociated with IoT. A wireless sensor network consid-
ered as one of the critical technologies in IoT. The
objective is to provide different types of health care
services to the patient’s home rather than in hospital
and so to improve the quality of life of patients by
allowing them to stay in their environment. A new
paradigm leads to a coaching system to collect data
sets and information available to us. The primary ob-
jective of coaching systems is to increase the comfort
and autonomy of life of the people. The automatic
recognition of human activities is a process by which
the behaviour of an actor and the environment in
which it located are monitored and analysed to in-
fer its operations. This research field is a subject of
increasing interest and presenting a significant chal-
lenge for the realisation of pervasive systems. The
proposed method gives an architecture, framework,
inference system and secure and reliable health mon-
itoring system based on IoT. The inference system
includes collecting and analysing the data in multiple
phases, like nature of the data, the current situation of
the user, processing and action to take, transmission.
The architecture defines the cognitive model. It tells
about how to simulate the structure and divided into
different categories which correspondence of long
term research. The modules included in this archi-
tecture are the goal, imaginable, perceptual-motor
and so on. The idea behind in this paper is to collect
data from multiple sensors and installed on different
structures to process and extract useful information
about the current state of the structure for mainte-
nance and safety purposes. It based on the integra-
tion of the wireless sensor network and the internet
of things. Based on the architecture, framework and

inference system we are implementing a secure and
reliable health monitoring system based on IoT. Ex-
ample of the health monitoring system is blood pres-
sure, heart rate, implants and so on. The proposed
paper gives a secure and reliable IoT system for
health care. Treated topics are requirements for loT
in health care, architectures and applications for [oT
in health care, analysis of data from IoT health care
systems in the framework, development methodol-
ogies for health care IoT applications and services,
security, reliability issues related to IoT devices and
visions and methods for future research related to
health care based on IoT.

II. LITERATURE SURVEY :

Being mobile and using open network envi-
ronments, data collection and transfer must be kept
private as well as strict secure must be applied[1].
The body sensor network is one of the most import-
ant technologies used in IoT based modern health
care system. It is a collection of low-power and light-
weight wireless sensor nodes that are used to monitor
the human body functions and surroundings[2].An
overview of the security solutions for IoT systems
proposed by the Internet Engineering Task Force in
which coap and in particular Datagram Transport
Layer Security examined. It will consider in future
work. Based on BSN, which consist of lightweight
crypto-modules, such as one way hash function
random number generic function that is to pursue
system efficiency and secure robustness[3]. Patient
Monitoring System which consequently needs a re-
al-time recording and notification of vital signs of
the patient. In modern bio-instrumentation, comput-
ers and telecommunication technologies, PMS will
acquire data, display and transmit the physiological
data from the patient’s body to remote location at any
time. There are two subsystems are designed that is
a sensor system and a display system. The first one
consists of two thermometers and a wireless trans-
mitter, and an ios mobile device. Security is attain-
able by transmitting the data through the password
protected global system for mobile communication
module that is encrypted and then the user/doctor
will access the data through logging to the HTML
web page. At the time of emergency an alert message
will be sent to the doctor through the GSM module,
and then, the proper medication will be quickly pre-
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scribed [4]. Sensor body technology is the funda-
mental technologies for the improvement of [oT in
the health care system, in which all ill person can be
examined using a collection of light nodes and wire-
less sensors light. And they look out for significant
security requirements in the modern health care sys-
tem [2], [3], [4].To implement a coaching system for
cognitive people, we need to identify the main task to
perform. The functionalities behind in the proposed
architecture are emergency and safety, communi-
cation, health monitoring, training [5]. Patient data
provided via IoT enabled health care application in-
creasingly created and stored electronically. It offers
a vast wealth of information that can be utilised to
make evidence-based decisions that can significantly
affect how health care is delivered [6]. IoT applica-
tions involve a wide range of areas such as security
and surveillance, environmental monitoring, medical
and health care, SHM, manufacturing [7]. The pro-
posed inference system to assess the user’s health
condition using multiple sensors to monitor the heart
rate, respiration rate, blood pressure, body tempera-
ture [8].

III. SYSTEM DESIGNS:
COGNITIVE ARCHITECTURE.

This work concentrates on the utilisation of
frameworks that allow for designing a cognitive ar-
chitecture. This kind of model is a crucial role in the
research debate, cognitive science. They have to set
some useful constraints that are to recognise models
for the explanation of human behaviour. A cognitive
architecture is computer software that implements
psychological theories on the functioning of our
mental processes and used for the creation of intelli-
gent agents. They can be numerous and of a different
kind but the agent knowledge defines agent work-
ing. It depends on both the task that the architectural
structure. The architecture must be independent of
any work. According to cognitive architecture, spec-
ifies the underlying infrastructure for an intelligent
system. The architecture includes a cognitive agent
that is constant over time and across different ap-
plication domains. It includes short-term and long-
term memories that store content about the agent’s
beliefs, goals, and knowledge, and representation of
elements contained in these memories and their or-

ganisation into larger-scale mental structures and the
functional processes that operate on structures, in-
cluding performance mechanisms that utilise and the
learning mechanisms that alter. The primary objec-
tive of cognitive architecture is decision making and
interaction with the environment. The first one refers
to the ability to make decisions based on knowledge.
It is entirely related to any task. Anything that an
agent knows what to do to act in a given time com-
poses his procedural knowledge. It must be able to
learn, encode and use information. Interaction with
the environment refers to the ability to interact with
the inputs and outputs that the environment around
the agent provides and can interpret.

Cloud Data Center

Sensor Network

Fig a. Cognitive architecture

Gateway

TYPE OF SENSORS

B.1  Temperature Sensor

The precision centigrade sensor which is the
precision integrated-circuit temperature sensor. It is
used to measure the temperature. The user does not
subtract a large constant voltage from its output to
obtain convenient Centigrade scaling. This sensor
does not need any external setting or trimming to
provide typical accuracy at room temperature.

B.2 ECG Sensor

ECG is used to record the charging activity
of the heart over a specific period. The electrodes are
placed on the patient’s body to show whether or not
the heart is working regularly. These electrodes will
detect the tiny electrical changes on the surface that
arise from the heart muscle’s electrophysiologic pat-
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tern of depolarising during each heartbeat.
B.3) Heartbeat sensor

Heartbeat is a very vital health parameter that
is directly related to the soundness of the human car-
dio systems. The Heartbeat sensor is used to measure
the heartbeat rate. The signal can be amplified fur-
ther for the microcontroller to count the frequency of
fluctuation, which is the heart rate.

B.4) Pressure sensor

The pressure sensor measures the tempera-

ture in ranges split into an absolute pressure sensor
and a gauge pressure sensor. A smart piezoresis-
tive pressure sensor can be interfaced with the mi-
crocontroller to ensure temperature compensation
and linearization of the sensor. To compensate for
the sensor’s imperfection, an approximation of the
sensor inverse response function by a second-order
polynomial in terms of pressure used. The maximum
measurement error concerning the full measurement
range lies within a certain range compared to the ide-
al sensor response function within the temperature
range.
B.S Pulse Oximeter sensor.
The idea of Pulse Oximeter is based on red
and infrared light to monitor pulse rate and the ox-
ygenation of a patient’s blood. The body scatters
and absorbs visible light significantly and allows in-
fra-red lightto pass through. A typical pulse Oximeter
consists of light emitting diodes. It shines through a
reasonably translucent site mounted in a clip. Then it
is attached across a finger, toe or earlobe as the light
produced by the light emitting diode travels through
the body it is absorbed by a photodetector which is
responsible for receiving the light that passes through
the measuring site. The amount consumed also al-
lows the pulse Oximeter to determine the blood oxy-
gen saturation.

C. CLOUD DATA CENTRE AND GATE-
WAY
C.1 cloud data centre

A datais a facility used to house computer
systems and associated components, such as tele-
communications and storage systems. It includes
redundant or backup components and infrastructure
for power supply, data communications connections,
environmental controls and various security devic-
es. A large data centre in an industrial-scale oper-
ation used as much electricity as a small town.The
data centre is often the engine that drives the growth
of the enterprise, and energy efficiency is the key.
Health care provider systems leveraging cloud-based
computing and cloud services offer an array of bene-
fits in comparison to in-house client-server systems;
including economic, operational and functional ad-
vantages. The economic benefits of cloud computing
can be significant. Since cloud computing provides
cost flexibility and the potential for reduced costs.
Also, the value of staff resources required to migrate
and maintain IT resources included in the price of
cloud computing. Therefore, the need for additional
health care provider will reduce when using cloud
services like TaaS, PaaS, and SaaS platforms. From
an operational perspective, cloud services offer scal-
ability and the ability to adjust to demand rapidly.
Cloud services can be better security and privacy for
health data and health systems. Cloud service pro-
vider and data centres are highly secure and well pro-
tected against intruder and threats inside the network
using administrative, physical and technical meth-
ods designed and maintained by expert professional.
Cloud services offer sophisticated security controls,
including data encryption and access controls and
access logging. Medical systems can be built using
cloud services. The need for IT security skills within
the health care organisation also is minimised. Cloud
service providers typically operate on a scale that
they have all the necessary computer skills, with the
costs of those skills spread across many customers.
Health care functionality can be enhanced by cloud-
based health care IT systems that offer the poten-
tial for Interoperability and integration. Health care
cloud services are Internet-based and used for stan-
dard protocols, so connecting them to other systems
and applications is typically straightforward. Cloud
services are enabled from remote areas to get forms
and data via the Internet using wired and wireless
networks. Internet connectivity established from
anywhere at any time. Support from mobile devic-
es is often a feature supported by health care. Cloud
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services access to a much larger ecosystem of health
care provider; all of which increase the potential for a
wide range of services to health care provider organi-
sations.

C.2 GATEWAY

A gateway is a mediator between the appli-
cation and wireless nodes. All information received
from the wireless nodes is aggregated/manipulated
by the gateway and forwarded to the form. This ap-
plication may run on a local computer or a networked
computer. In reverse direction, when a command is-
sued to a wireless node, the gateway groups the infor-
mation to the wireless sensor network. All gateways
can perform different protocol conversion to enable
the wireless network to work with other industry or
non-standard protocols.

D. INFERENCE SYSTEM

An inference system embedded in the sensor
itself to make a decision how best to transmit sensed
data through discerning situations and optimising
data. The existing system refers to an alarm notifica-
tion in our inference system. The output of the infer-
ring process is to adjust a personal range of average
values for each attribute and compare it with gener-
ic information. It is a novel approach in comparison
to use separate sensor devices such as multiple axis
accelerometers to monitor the activity or the status
of human motion without analysing with other data.
And so that by control the frequency of transactions
can save power consumption significantly. Critical
information transmits over non-prioritized requests.
They are Unstable, inconsistent and fluctuating
sensed data. And also the number of transmissions is
efficiently reduced that means efficient get reduced.
We need to overcome this situation so that a secure
IoT based Bsn network proposed.

I am inferring the nature of the data request-
or, e.g. registered or unregistered.

I am inferring the current situation of the
user, e.g. walking, running, sleeping.....etc.

I am inferring the process and action to take,
e.g. discarding the request, transmitting data.

I am inferring the transmission of the mes-
sage, e.g. immediate, delay, frequency, interval, QoS.

Sy ralla
v b wheleddprrgslmen el

D,
Fig b. I am inferring body sensor network.
E. SECURING HEALTH SYSTEM

To guarantee the safety and privacy of per-
sons monitored and sometimes even controlled by
IoT health care systems the IoT devices, all end-
to-end communication with these devices, and all
data collected by and sent to these devices must be
protected against security attacks. Standard securi-
ty solutions consist of access control, cryptography
and obfuscation. The protection service implements
defence against security attacks based on data re-
ceived from the detection and reaction services. The
detection service recognises security threats, attacks,
and vulnerabilities trigger the protection and reac-
tion services and receive feedback from the reaction
service. The reaction service eliminates vulnerabil-
ities, implements necessary recovery after security
incidents, and sends data about executed actions to
the protection and detection services. Network nodes
communicating with IoT devices must be protect-
ed against intrusion by authentication schemes and
Intrusion Detection Systems, and sending data to,
and reception of data from IoT devices must be con-
trolled by authorisation schemes to prevent sending
of corrupted or unauthorised data and corruption of
received data. If cloud services are used to store data
sent from IoT devices, then the data must be stored
encrypted with access permissions only to authorised
users. Now, communication in sensor network appli-
cations in health care is mostly wireless. This result
in various security threats to these systems. These are
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the security issues cloud pose severe problems to the
wireless sensor devices. In this section, we describe
the critical security requirements in loT based health
care system using BSN. The security requirements
are Data Privacy, data integrity, data freshness, au-
thentication, anonymity and secure localisation.

CPU cycle

1 ®

Fig c. CPU cycle for securing the system.

E.1 SECURITY THREATS

Data Interception

In today’s scenario, eavesdroppers capture
the data sent over Wi-Fi. Now all Wi-Fi certified
products support data encryption and data integri-
ty. Some products only support the Temporal Key
Integrity Protocol. And WLANSs accepts both AES
and Temporal Key Integrity Protocol. But TKIP is
vulnerable to attacks, so it allows a limited set of
spoofed frames.

Denial of Service

Wireless LAN is inherently susceptible to the
denial of service. Everyone has the same unlicensed
frequencies, making competition inevitable in popu-
lated areas. The good news: As enterprise Wireless
LAN migrates to long distance, they can use channels
in the larger, less-crowded bandwidth, reducing acci-
dental DOS. Moreover, simultaneous access points
can auto-adjust channels to circumvent interference.
But that still leaves.

DOS attacks

Phoney messages sent to disconnect users,

consume AP resources, and keep channels busy. To
neutralise common DOS attack methods like Death
Floods, look for newer products that support man-
agement frame protection.

Wireless Intruders

Wireless IPS products like Motorola Air De-
fense, Air Magnet, and Airtight can also detect mali-
cious Wi-Fi clients operating in or near business air-
space. However, genuinely useful defence requires
current, properly deployed WIPS sensors. In partic-
ular, sensors must be updated to monitor new chan-
nels protocols, and look for further attacks. Because,
clients can connect from farther away, Wireless IPS
sensor can be placed to satisfy both prevention and
detection requirements.

V.  MISCONFIGURED ACCESS POINTS :

When standalone Access points managed
individually, configuration errors create security
threats. But add a slew of relatively complex con-
figures options, the consequences of which depend
on Wi-Fi client capabilities. Prioritisation and seg-
mentation for multimedia further complicate config-
uration. The answer is to combine sound, centralised
management practices with education and planning
to reduce operator error.

Ad Hocs and software-enabled access point

Wi-Fi laptops have peer-to-peer communication ad
hoc connections that pose a risk because they cir-
cumvent network security policies. The ad has been
so hard to configure that few bothered to use them.
Unfortunately, the barrier is being lifted by soft APs
in Windows and new laptops with Intel and Wi-Fi
cards. Those virtual APs can provide secure and di-
rect connections to other users, bypassing network
security and routing traffic into the enterprise net-
work.

Misbehaving Clients

Misbehaving of clients corporate high data
risk due to unauthorized clients from Wi-Fi connec-
tions and all. Some of them use Group Policy Ob-
jects to configure authorised Wi-Fi connections and
prevent end-user changes. Others will use host-resi-
dent agents to monitor client activity and disconnect
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high-risk connections. Many businesses still depend
on end-users to connect only to known, authorised
wireless APs. Given deployment, longer reach, and
broader consumer electronics integration, accidental
or inappropriate Wi-Fi connections have never been
easier.

Endpoint Attacks

Numerous exploits published to take advan-
tage of buggy Wi-Fi drivers, using buffer overflows
to execute arbitrary commands. Automated attack
tools can be used to launch Wi-Fi endpoint exploits
with minimal effort. Although vendors do patch
these bugs once discovered, Wi-Fi automatically up-
dates. Protect your workforce, track Wi-Fi endpoint
vulnerabilities and keep your Wi-Fi drivers up-to-
date.

Wireless attacks

In wireless attacks, hackers continue to de-
velop new methods to phish Wi-Fi users. It is possi-
ble to attack the client cache so that the attacker can
go into the past Web session such as open hot spot.
Once poisoned, clients redirected to phishing sites
long after leaving the hot spot, even it is connected to
a wired network. There is one technique to mitigate
this threat is to clear your browser’s cache. Another
possibility is to route all hot spot traffic through a
trusted VPN gateway.

E.2 SECURITY REQUIREMENTS
Privacy of Data

Like WSNs, the confidentiality of data is
considered to be the most critical issue in the body
sensor network.BSN should not leak patient’s vital
information to external or neighbouring systems. In
IoT-based health care application, the sensor nodes
collect and forwards sensitive data to a central unit. A
competitor can eavesdrop on the communication and
can overhear important information. This eavesdrop-
ping may cause severe damage to the patient since
the adversary can use the acquired data for any ille-
gal purposes.

Data Integrity

Keeping data confidential does not protect
it from external modifications. An adversary can al-
ways alter the data by adding some fragments or by
manipulating the data within a packet. Lack of integ-
rity mechanism is sometimes hazardous especially in
the case of life-critical. Loss of data can also occur
due to the lousy communication environment.

Data Freshness

The adversary may sometimes capture data
in transit and replay them later using the old key to
confuse the coordinator. Data freshness implies that
data is fresh and no one can replay the old message.

Authentication

It is one of the essential requirements in any
[oT based health care system using BSN, which can
efficiently deal with the impersonating attacks. In
BSN based health care system, all the sensor nodes
send their data to a coordinator. Then the coordinator
sends periodic updates of the patient to a server. In
this context, it is highly imperative to ensure both the
identity of the coordinator and the server. Authenti-
cation helps to localisation each other.

Secure Localization

Most applications require accurate estima-
tion of the patient location. Lack of tracking mech-
anism allows an adversary to send incorrect reports
about the patient location by reporting fault signal
strengths. To ensure a secure loT-based health care
system using BSN, it is highly imperative that the
system should pose all security requirements. And
eventually can resist various security threats and at-
tacks like data modification, impersonation, eaves-
dropping, replaying etc.

E.3 SECURITY SOLUTIONS

The wireless security look at external and internal
policies and security design. It offers high levels
of security and the flexibility to adapt to changing
threats. These policies will help to determine how to
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access to your wireless network and decide how to
keep authorised users safe and secure, and unautho-
rised users blocked.

Firewalls

With a good quality firewall, your company
can establish a strong security foundation to prevent
anonymous threats and offer security. Firewall is like
security staple in all safe networking environments,
wired and wireless.

Detectionof Intruders

Intruder detection and prevention software,
also found in wired and wireless networks, protect
your system from direct attacks, threats, worms, vi-
ruses and more.

Content Filtering

Content filtering is just as necessary as the
first two solutions in all network environments be-
cause it helps protect you from an internal activity.
Filtering and monitoring software prevent your em-
ployees from accessing content via the Internet that
could potentially be harmful to your operations.

Authentication of Data

Authentication of data and identification
methods protect your data network. For the password
protection, solutions such as key fobs and biometric
authentication ensure with proper authority to access
your data and so keeping your wireless network safe.

Data Encryption

Data encryption transforms data from one
format to another. So authorised people can access it
using secret key or password. Encrypted data is com-
monly referred to as cypher text, while encryption
data is called plain text. Generally, encryption is one
of the most popular and effective data security meth-
ods used by different organisations.

VI. FUTURE WORKS

Important future research directions for

health-care IoT are security and reliability solutions
which are sufficiently lightweight for applications
using wearable technology, and which utilise the
tamper resilience of blockchain technology. Interop-
erability requires generally accepted standards for

lightweight cryptographic algorithms. Blockchains
used to secure firmware updates and reliability en-
hancing maintenance of IoT devices. The role of
platforms in Internet-related enterprises is becoming
evident. A significant problem for health care has
been in how data is shared, stored, accessed, rectified,
and removed. New decentralised platforms utilising
blockchain for handling secure personal data devel-
oped. These techniques should provide lightweight
solutions in handling and transferring personal data,
and also offer a transparent way to comply with the
GDPR. The two main goals of future health care
are control and prevention. People have the options
of being tracked and monitored by specialists even
both patient and doctor are not in the same place.
Tracing peoples’ health history is another aspect of
IoT-and makes e-health very versatile. Business ap-
plications have the possibility of medical services
not only to patients but also doctors, who need in-
formation to proceed in their medical evaluation. In
this, IoT makes human interaction much more effi-
cient because it permits not only localisation but also
tracking and monitoring of patients. The primary vi-
sion is to enable the deployment of patient and con-
text-aware networked medical systems in all envi-
ronments, ranging from homes and general hospitals
and so on. Heterogeneous devices in each health care
environment would effectively share data efficiently,
safely and securely to reduce preventable errors that
are often induced unknowingly by human operators.
As medical devices move between different care en-
vironments or from patient to patient, they would
securely discover other tools that they need to in-
teroperate with, and then verify and execute safe, au-
thorised and compliant operational profiles. To real-
ise this standardised vision architectures that balance
utility, reliability and safety requirements with those
of security and privacy should develop. The capabil-
ity to practice effective evidence-based health care
will face new challenges by the increasing amount
of medical information from various new data sourc-
es and devices such as 10T enabled wearable patient
technologies and applications. Even though all these
developments show great promise and potential, it is
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vital that the processes of evidence-based health care
are taken into account and applied to ensure quality
in health care.

V. CONCLUSION :

An architectural inference system for health
monitoring based on the Internet Of Things is mainly
intended to secure IoT based health systems. It pro-
vides security solutions for protecting private data
on the mobile phones of patients. It satisfies major
security requirements like data confidentiality, data
integrity, data freshness, data availability and secure
localisation. When using cognitive computing archi-
tecture, there is a potential to improve the quality of
life and life expectancy of people. The interaction
between health care IoT devices and software com-
ponent requires widely accepted standards for IoT
architecture and security solutions. The principal
concept of IoT is low power consumption. It pro-
vides a long lifetime for the network. An IoT solution
makes an intelligent and reliable monitoring system.
The system is proposed to implement intelligence on
body sensors by applying an inference system which
reduces unnecessary transactions and helps to save
resources. From the comparative study, the cognitive
architecture performs better security, and it is afford-
able for the local users.
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