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Abstract: The rapid evolution of the Internet of Things (10T) has significantly influenced various sectors, with home automation being
one of the most prominent areas of transformation. loT-integrated home automation systems enable users to control and monitor
household devices and systems remotely, thereby improving convenience, security, energy efficiency, and overall quality of life. This
project focuses on the design and development of a cost-effective, scalable, and user-friendly loT-based home automation system
capable of controlling devices such as lights, fans, security cameras, door locks, and household appliances. The proposed system uses
microcontrollers like Arduino or Raspberry Pi as the central hub, integrated with sensors (motion, temperature, humidity, gas, etc.),
actuators (relays, servo motors), and communication modules (Wi-Fi or Bluetooth). These components are connected to a cloud
platform that facilitates real-time data exchange and remote command execution. Communication protocols such as MQTT and HTTP
are employed for reliable and lightweight data transmission between the devices, cloud server, and the user interface.

I. INTRODUCTION

The emergence of the Internet of Things (IoT) has revolutionized the way humans interact with technology, driving a
paradigm shift from isolated smart devices toward fully connected and intelligent systems. One of the most impactful
applications of 10T technology is in the domain of home automation, where the integration of sensors, microcontrollers, cloud
computing, and wireless communication protocols has enabled real-time control, monitoring, and automation of household
appliances and systems. loT-enabled integrated home automation involves the development of a smart ecosystem within
residential environments, where everyday devices such as lights, fans, air conditioners, refrigerators, door locks, and security
cameras are embedded with communication capabilities and interconnected through a central control system, typically
accessible via smartphones, tablets, or voice-controlled assistants.

The objective of such integration is to enhance user convenience, improve energy efficiency, strengthen home security,
reduce human intervention in routine tasks, and ultimately elevate the quality of life. As the demand for smarter living
solutions grows, the use of 10T in home automation offers significant benefits by combining intelligent control with remote
accessibility, allowing users to manage their homes from anywhere in the world.

Through the use of sensors like Passive Infrared (PIR) for motion detection, temperature and humidity sensors for climate
monitoring, gas and smoke detectors for safety, and actuators such as relays and servo motors to physically control devices,
the system achieves an advanced level of responsiveness and interactivity. One of the most significant advantages of 10T in
home automation is real-time monitoring and alerts. For instance, users can receive instant notifications about intrusions,
smoke detection, or water leakage. As the technology continues to evolve, loT-enabled smart homes are becoming more
accessible and scalable. Microcontrollers like Arduino, NodeMCU, or Raspberry Pi serve as the heart of the system, acting as
intermediaries that gather sensor data, process logic, and issue control commands to connected devices, while cloud-based
platforms provide data storage, remote access, real-time analytics, and cross-platform integration. Communication protocols
such as MQTT (Message Queuing Telemetry Transport), HTTP, and WebSockets are used to facilitate lightweight and
secure messaging between devices and the server, while Wi-Fi and Bluetooth technologies enable seamless local and remote
connectivity.

Mobile applications developed using Android, iOS, or hybrid platforms allow users to interface with the system via intuitive
graphical user interfaces (GUISs), enabling control operations, configuration of automation rules, and access to real-time alerts
and data visualizations. Voice assistant integration with platforms like Amazon Alexa, Google Assistant, or Apple Siri adds
an additional layer of convenience by enabling voice-based interaction, eliminating the need for manual operation. One of the
central motivations behind this project is the growing need for energy conservation and sustainable living. loT-based home
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automation systems can significantly contribute to this goal by dynamically adjusting device behavior based on
environmental conditions and occupancy status—for instance, turning off lights and fans in unoccupied rooms, regulating
HVAC systems to maintain optimal temperature with minimal energy usage, or monitoring real-time power consumption and
providing recommendations to reduce waste.

From a security standpoint, the system can act as a virtual guard by monitoring entry points, detecting unauthorized
movement, capturing surveillance footage, and sending immediate alerts to homeowners in case of unusual activities.
Additionally, the inclusion of biometric locks, smart doorbells, and GPS-based user detection can enhance perimeter security
while improving accessibility. At the core of loT-based home automation are microcontrollers, sensors, actuators, and cloud
platforms that facilitate communication and data exchange. Devices like smart thermostats, surveillance cameras, motion
detectors. The integration of 10T in home automation also aligns with the current trends of artificial intelligence and machine
learning, where the system can be programmed to learn user habits over time and adjust automation accordingly—such as
automatically brewing coffee at a specific time, adjusting lighting preferences during evenings, or locking doors after
detecting the absence of the homeowner using GPS data. The implementation of such systems involves multiple stages,
including hardware assembly, software development, connectivity establishment. The design philosophy must therefore
embrace modularity, openness to third-party integrations, and platformindependence to ensure that users can expand or
customize the system based on evolving needs.

The affordability of components and the availability of open-source tools have made it increasingly feasible for homeowners,
students, and developers to build and implement personalized 10T home automation systems without requiring proprietary
ecosystems. With global advancements in cloud services like AWS 10T, Google Firebase, and Microsoft Azure, along with
the rise of low-code and no-code platforms, the development cycle for such systems has become more streamlined and
accessible

Additionally, the deployment of edge computing and fog computing paradigms allows for faster processing and reduced
reliance on constant internet connectivity, making the system more resilient and responsive. This project explores the
conceptualization, design, and implementation of an loT-enabled integrated home automation prototype, using off-the-shelf
components and open-source technologies to demonstrate how intelligent automation can be achieved on a budget. The
report elaborates on the selection of components, system architecture, circuit design, communication flow, software
programming, and testing methodology, followed by a discussion of the results, performance metrics, user feedback, and
possible enhancements.

1.1 IMPORTANCE OF IOT IN MODERN HOME AUTOMATION

loT-enabled home automation is revolutionizing the way we interact with our living spaces by integrating smart devices and
systems through the Internet of Things (loT). This technology allows various home appliances, lighting, security systems,
heating, and cooling devices to communicate and operate seamlessly through centralized control, often via smartphones or
voice assistants. One of the key benefits of loTenabled home automation is enhanced convenience. Homeowners can control
lights, thermostats, or appliances remotely, schedule tasks, and even automate routines. For example, lights can turn on
automatically at sunset or appliances can be scheduled to operate during off-peak energy hours.

This leads to a significant improvement in energy efficiency and cost savings, as systems can optimize power usage based on
real-time data and user preferences. Safety and security are also greatly enhanced. Smart cameras, motion detectors, and
connected door locks can be monitored and controlled remotely. Real-time alerts and remote access help prevent
unauthorized entry and provide peace of mind, especially for frequent travelers or elderly users needing assistance.
Furthermore, loT-based home automation supports sustainable living by reducing waste and encouraging smart resource
management. Smart irrigation systems, for instance, use weather data to water gardens only when necessary.

The technology also promotes accessibility, benefiting elderly or disabled individuals by enabling voice commands or
automated controls for lights, doors, and appliances, making daily tasks easier and safer. In conclusion, 10T -enabled home
automation is a transformative innovation that enhances comfort, safety, efficiency, and sustainability.
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1.2 THE EVOLUTION FROM SINGLR-PURPOSE TO INTEGRATED SOLUTION

The evolution of loT-enabled home automation has seen a significant shift from isolated, single-purpose systems to fully
integrated, intelligent solutions. In the early stages, home automation was characterized by standalone devices designed to
perform specific tasks. Examples include programmable thermostats, motion-sensing lights, or remote-controlled garage
doors. These systems operated independently, lacked interoperability, and often required manual control or limited
scheduling options. While they offered convenience, their fragmented nature made comprehensive home management
inefficient and difficult to scale. As internet connectivity and wireless technologies improved, the emergence of the Internet
of Things (1oT) introduced a new layer of communication and intelligence.

Devices began to connect through Wi-Fi, Zigbee, or Bluetooth, enabling limited coordination and remote access via
smartphones. This marked the beginning of systemlevel automation, where users could control several devices through
individual apps. However, these systems still faced challenges such as lack of standardization, vendor lock-in, and data silos
that hindered true automation. The transition to integrated solutions was driven by the demand for a seamless, centralized
user experience and smarter environmental control.

Modern loT-enabled home automation platforms—Ilike Google Home, Amazon Alexa, and Apple HomeKit—serve as hubs
that unify devices from different manufacturers. Through these platforms, lighting, climate control, security, appliances, and

entertainment systems can now interact and respond collectively based on real-time data, user preferences, and contextual
triggers.

1. LITERATURE SURVEY
The concept of loT-enabled home automation has been widely explored in recent years due to its potential to enhance
comfort, security, and energy efficiency. Several research studies and technical implementations have contributed to the

development of efficient, low-cost, and scalable systems.

2.1 TITLE: loT-Based Gas and Smoke Detection System Using Blynk Application with Automatic SMS and Alarm
Notifications

AUTHOR: Ayeni, J. K., & Akinola, S. O.

YEAR: 2024

DESCRIPTION: This project presents a system utilizing a NodeMCU ESP8266 microcontroller and an MQ-2 gas sensor to
detect gases like propane, butane, and LPG.

The system sends real-time data to the Blynk app.

2.2 TITLE: Water Level Monitoring and Control System Using loT

AUTHOR: B. Lalitha, K. Aarthi, S. Myvizhi, S. Nandhini

DESCRIPTION: This paper presents a wireless water level monitoring and control system utilizing NodeMCU. The system
measures water quantity in a tank and notifies the user through the Blynk IoT application. It also monitors water quality and
temperature, controlling a centrifugal pump via a relay module based on water levels. An OLED display provides real-time
data alongside the mobile app

2.3 TITLE: Room Temperature and Humidity Control System Using Arduino and Blynk

AUTHOR: Beni Purnomo, Sunardi

DESCRIPTION: This study presents a control system that uses the Blynk application to monitor and control room

temperature and humidity. The system employs an Arduino Wemos D1 as the main processor and a DHT22 sensor for data
acquisition. The Blynk app enables users to monitor environmental conditions and control actuators remotely,
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2.4 TITLE: Smart Motion Detection System using 10T: A NodeMCU and Blynk Framework
AUTHOR: Kazi ,Kutubuddin ,Sayyad ,Liyakat

DESCRIPTION: This paper presents an loT-based motion detection system utilizing a PIR sensor, NodeMCU
microcontroller, and the Blynk app. The system detects motion and triggers alerts through a buzzer and LED, with remote
monitoring capabilities via the Blynk platform.

2.5 TITLE: Smart Home using Blynk App Based On loT

AUTHOR: M. Jaya Lakshmi, C. Sadia Sameen, D. Maneesha, G. Dharani

DESCRIPTION: This project discusses the implementation of a smart home system using the ESP8266 microcontroller and
the Blynk application. The system enables control of various home appliances such as lights, fans, and water pumps via a
mobile app, emphasizing ease of use for all age groups. It highlights the integration of multiple devices and sensors to create
an efficient and user-friendly home automation environment.

1. SYSTEM DESIGN

The system design of an loT-enabled home automation system involves a combination of hardware and software components
that work together to monitor, control, and automate various household operations. The design focuses on modularity,
scalability, and ease of control through a user-friendly interface such as a mobile app or web dashboard.

3.1 Overall Architecture of the Home Automation System

The proposed home automation system is a comprehensive loT-based architecture integrating multiple environmental and
safety subsystems. It utilizes realtime sensing, wireless communication, and mobile application control via Blynk to ensure
intelligent, remote, and autonomous home management.

3.1.1 Sensing and Monitoring Layer

Smoke Alert Sensor System: Equipped with MQ-series gas sensors (e.g., MQ2) and optional flame sensors to detect the
presence of smoke, flammable gases, or fire. On detection, an alert is sent to the user via Blynk and a local buzzer is
triggered.

» Humidity Control Sensor: Uses sensors like DHT11 or DHT22 to continuously measure humidity and
temperature. If humidity levels go beyond a predefined threshold, the system can activate a humidifier or
ventilation fan.

» Water Level Management System: Utilizes ultrasonic sensors or float sensors to monitor water levels in
tanks. The system can notify the user of high or low water levels and control water pumps accordingly to

prevent overflow or dry running.

3.1.2 Control and Processing Layer

This layer is based on a microcontroller such as ESP8266 (NodeMCU) or ESP32, which reads sensor data and processes it
based on predefined logic. The device connects to the internet via Wi-Fi and communicates with the Blynk cloud server.
Automation rules (e.g., turn on exhaust fan if humidity > 80%, send alert if smoke detected) are programmed directly onto
the microcontroller

3.1.3 Communication Layer

Communication between sensors, actuators, and the control unit is achieved using:
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»  Wi-Fi (via ESP8266/ESP32) to connect to the internet
» MQTT or HTTP protocols to send data to the Blynk cloud server [ Blynk mobile app for real-time user

interaction

3.1.4 Application Layer: Blynk Mobile App
The Blynk application acts as the central user interface:
» Displays real-time data from all sensors (smoke level, humidity, water level, motion status)
»  Provides manual control (e.g., turn on/off pump, siren, or exhaust fan)
» Sends push notifications on emergency events (fire alert, security breach) [ Offers customizable dashboard

with buttons, graphs, and displays

EMNEAE

MQ2 Gas Ultrasonic PIR Sensor DHT1t Sensol

o

Sensor Sensor Sycurity Humidity
Y
@ NodeMCU [
égﬁt‘g:‘:::) L ESP8266 Wi-Fi Module

Blynk App

Fig 3.1.4 architectural design

3.2 Communication of Sensor Nodes via loT Protocols
Certainly! Here's a detailed 1000-word discussion on how each sensor node in your home automation project
(Smoke, Humidity, Water Level, and PIR sensor) communicates via 10T protocols, including their roles, interfacing, and the

data transmission flow using the Blynk application and common loT protocols like MQTT and HTTP.

Communication of Sensor Nodes via I0T Protocols in a Smart Home Automation SystemThe integration of 10T in
home automation allows various sensor nodes to collect, process, and transmit data to a centralized cloud server or user
interface, such as the Blynk mobile application. Each sensor node in this system plays a unique role in ensuring the safety,
efficiency, and convenience of a smart home. This section elaborates on how the Smoke Sensor, Humidity Sensor, Water
Level Sensor, and PIR (motion) Sensor communicate using loT protocols, including the transmission pathway,
communication model, and control feedback loop.

3.2.1 Smoke Alert Sensor System Communication
Sensor Used: MQ-2/MQ-135 Gas Sensor

Function: Detects smoke, flammable gas (LPG, methane), or fire particles.
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Interfacing and Data Processing: The MQ-series smoke sensor outputs an analog signal corresponding to the concentration
of smoke or gas detected in the air. This signal is read by the ADC (Analog-to-Digital Converter) of an ESP8266 or ESP32
microcontroller. When the sensor reading exceeds a defined threshold, an alert is triggered.
10T Protocol Involvement:
*  Wi-Fi: The ESP8266/ESP32 connects to the home Wi-Fi network, enabling internet communication.
* HTTP (Blynk API): The microcontroller sends data (e.g., gas concentration level) to the Blynk cloud
server via HTTP requests or the Blynk library.
* Blynk Cloud/App: On detection of high smoke levels, the Blynk app sends real-time push
notifications to the user and displays the current status on the dashboard. The user can also configure a

button widget to activate safety devices like alarms or ventilation systems.

3.2.2 Humidity Control Sensor Communication
Sensor Used: DHT11 or DHT22 (Temperature and Humidity Sensor)

Function: Monitors ambient humidity and temperature.

Interfacing and Data Processing: The DHT sensor provides digital output and communicates via a single-wire protocol. The
microcontroller periodically queries the sensor and reads the digital temperature and humidity values.

loT Protocol Involvement:

Polling Model: The microcontroller reads sensor values every few seconds.

Blynk Virtual Pins: Data is sent to Blynk using Blynk.virtualWrite(Vx, value) over HTTP/TCP using
the Blynk library.

Data Display: The Blynk app receives this data and displays it in gauges or graphs. The user can monitor trends and

configure actions.

3.2.3 Water Level Management System Communication
Sensor Used: Ultrasonic Sensor (HC-SR04) or Float Sensor
Function: Detects the water level in overhead or underground water tanks.
Interfacing and Data Processing: The ultrasonic sensor sends a trigger pulse and waits for an echo response, calculating the
water level based on the time delay. The microcontroller calculates the distance and determines if the tank is full, half, or
empty.
10T Protocol Involvement:
+ Data Transmission to Cloud: The ESP8266/ESP32 sends this data to the Blynk cloud using HTTP
POST or WebSockets (using the Blynk library).
*  Visual Representation: On the Blynk dashboard, the user sees water levels in bar graphs or LED
indicators.
» Automation Trigger: If water is low, a relay module (controlled by a digital output pin) is activated to
turn on a water pump. This can also be manually controlled via a button on the app.

3.2.4 PIR-Based Security System Communication
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Sensor Used: PIR Motion Sensor
Function: Detects motion by measuring infrared light changes from moving objects (like humans).

Interfacing and Data Processing: The PIR sensor outputs a digital HIGH signal when motion is detected. The
microcontroller monitors the sensor pin and triggers an event when motion is sensed.

10T Protocol Involvement:
* Real-time Alerting: On detecting motion, the microcontroller sends a notification via the Blynk
cloud using the Blynk.notify() method.
*  Feedback Loop: An alarm buzzer or camera can be triggered immediately using a relay switch, which
the user can also deactivate remotely from the Blynk app.
»  Cloud Logging: Blynk can log timestamps of all motion events for review.
3.2.5 Communication Summary and System Flow Protocol Choice: HTTP/HTTPS (Blynk): Best for small-scale
applications with Blynk as the front-end. Easy integration with Blynk widgets.

MQTT: Ideal for advanced implementations requiring decoupled, scalable communication with multiple subscribers and
publishers.
Wi-Fi: Acts as the underlying transport layer connecting all devices to the cloud or broker.

Data Flow:
1. Ssensor Reading: Each node reads its environment (smoke, humidity, water level, or motion).

2. Data Processing: The microcontroller checks for threshold values.

3. Communication Layer:
o If conditions are normal: Regular updates are sent to the Blynk cloud for display.

o Ifabnormal (smoke, intrusion, overflow): Immediate notifications are triggered.

4. Cloud Interaction: Data is stored and relayed to the Blynk app or MQTT broker.
User Interaction: The user views data on a mobile dashboard, receives alerts, and can issue commands (turn off pump,

silence alarm, etc.).

V. COMPONENTS AND TECHNOLOGIES USED

The implementation of an loT-enabled home automation system involves a combination of hardware components
and software technologies that work together to automate, monitor, and control various aspects of a smart home. Below is an
overview of the key components and technologies used in the system.

4.1 Microcontrollers and Processing Units

ESP32 / NodeMCU

Role: Acts as the central processing unit for reading sensor data, executing automation logic, and communicating with the
cloud.

Why used: It has built-in Wi-Fi capability, is low-cost, compact, and well-suited for loT applications.
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Features:

80 MHz processor o GPIO pins for sensor/actuator interfacing o Supports Blynk,

MQTT, HTTP protocols o Can be programmed via Arduino IDE

4.2 . Sensors and Actuators

Smoke Alert Sensor System

MQ-2 or MQ-135 Gas Sensor

Purpose: Detects smoke, methane, LPG, and other flammable gases.

Output: Analog voltage proportional to gas concentration.

Working: Senses the presence of gases through a heating element and chemical reaction; the sensor’s resistance changes and

this variation is measured by the MCU.

Humidity Control Sensor DHT11 or DHT22
Purpose: Measures ambient temperature and relative humidity.
Output: Digital signal containing both humidity and temperature values.
Differences:
DHT11 is less accurate but cost-effective.
DHT22 offers higher precision and a wider range.
Working: Uses a capacitive humidity sensor and a thermistor, providing a digital signal on request.
Associated Actuator:
* Fan/Exhaust Fan: Activated via relay module if humidity exceeds a set threshold.

Water Level Management System Ultrasonic Sensor (HC-SR04)

*  Purpose: Measures distance to water surface to estimate water tank level.

* Working: Sends ultrasonic pulses; calculates distance based on time delay of echo.

*  OQutput: Distance in cm, processed by the MCU to interpret tank level (e.g., Full, Medium, Low).

Float Sensor (Alternative)
+ Simpler Option: Uses magnetic switch; changes state (HIGH/LOW) when water level crosses
predefined height.
Associated Actuator

*  Water Pump: Controlled via relay module to refill tank automatically.
Security System
PIR Motion Sensor

*  Purpose: Detects movement based on changes in infrared radiation.
*  Output: Digital signal (HIGH when motion is detected).

*  Working: Detects body heat changes in its field of view; commonly used in intrusion detection systems.
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Magnetic Door/Window Sensor (Optional)
»  Detects the opening or closing of doors/windows via magnetic contact break.
Surveillance Camera (Optional Add-on)

»  Can be integrated using ESP32-CAM or separate IP camera, connected to Blynk for live streaming.

4.3 Actuators and Peripherals
Relay Module (1-Channel/4-Channel)

»  Purpose: Controls high-voltage appliances (fans, pumps, alarms).

*  Working: Acts as a digital switch controlled by the microcontroller.

» Usage: Fan turns on at high humidity, pump activates at low water level, buzzer triggers during a fire.
Buzzer

Purpose: Audible alarm triggered during motion or smoke detection.

4.4 Power Supply Components :
12V/5V Adapter or Battery :
Provides regulated power to the entire circuit. [1Voltage Regulator (LM7805) :

Used when working with sensors requiring strict 5V input from a higher-voltage source.

4.5 Communication Technologies :
Wi-Fi (IEEE 802.11 b/g/n)
*  Used by: ESP8266/ESP32

* Role: Enables wireless data transmission between the microcontroller and cloud platform (Blynk or MQTT
broker).

4.6 10T Protocols
HTTP

*  Used by: Blynk API

* Role: Sends sensor data and receives commands over the internet.

* Advantage: Easy to implement with Blynk; suitable for smaller systems.
MQTT (Optional for Scalable Systems)

* Lightweight protocol: Uses publish/subscribe model.

»  Broker: Mosquitto or HiveMQ handles message distribution.

»  Topics: home/smoke, home/humidity, etc.

¢ Used when: More than one subscriber/client needs the same data.

Copyright to IJIRMET wWww.ijirmet.com 9



& JRMET ISSN (Online): 2456-0448

International Journal Of Innovative Research In Management, Engineering And Technology
Vol. 11, Issue 1, January 2026

4.7 Cloud Platform and Mobile App 7 Blynk IoT Platform

Purpose: Cloud-based interface for monitoring and controlling 10T devices via mobile.
Features:

Dashboard with gauges, buttons, notifications o Virtual pins for data binding o Real-time
updates via Blynk Cloud

Mobile OS Support: Android and iOS

Integration: ESP8266 uses Blynk library to send data to Blynk Cloud.

4.8 Software and Development Tools
Arduino IDE
Purpose: Coding and uploading firmware to ESP8266/ESP32.
Language: Based on C/C++ [ LibrariesUsed: BlynkSimpleEsp8266.h
DHT.h for humidity sensor ESP8266WiFi.h for Wi-Fi control
Blynk App Builder
*  GUI-based tool: Drag-and-drop widgets (button, gauge, LED) for mobile dashboard.

»  Serial Monitor/Plotter :Used for debugging and real-time sensor data analysis during development.

4.9 Optional Technologies for Future Enhancements

*  Voice Assistant Integration: Connect with Alexa or Google Assistant for voice control via Blynk webhook.
* |IFTTT: Automate events (e.g., SMS if motion detected).

* Edge Al: Use ESP32-CAM with Al models to detect objects or fire visually.

* Over-The-Air (OTA) Updates: Update firmware remotely without physical access.

V. MODULE-WISE IMPLEMENTATION

To ensure clarity, scalability, and efficient development, the loT-enabled home automation system is divided into multiple
independent yet integrated modules. Each module performs a specific function and communicates with the central
microcontroller (ESP32 or NodeMCU) and the cloud platform (Blynk) for control and monitoring.
5.1 SMOKE ALERT SYSTEM
i. Sensor Module:

*  Component: MQ-2/MQ-135 gas sensor (smoke and LPG detection)

*  Function: Detects smoke levels in the air and outputs analog or digital signals.

e Connections:
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o Analog output — Microcontroller analog pin (e.g., AO) o Power — 5V and GND

i. Microcontroller Module
*  Component: NodeMCU (ESP8266) or ESP32 [ Function:
o Reads data from the smoke sensor.
o  Processes and sends data to Blynk via Wi-Fi.
o Triggers alerts or actuators if threshold exceeded.
+  Code Logic:
o Read analog values. o Compare with threshold. o If above threshold — Send alert

to Blynk & activate buzzer/relay.
iii. Communication Module

e Component: Built-in Wi-Fi (NodeMCU/ESP32) [] Function: Establishes a connection with Blynk cloud.

» Libraries Required:

o BlynkSimpleEsp8266.h (for ESP8266) o WiFi.h and BlynkSimpleEsp32.h (for
ESP32)
*  Setup: Enter Wi-Fi credentials and Blynk Auth Token in code.
iv. Alert/Actuator Module
*  Component: Buzzer / Relay / LED

*  Function: Provides real-time local alerts (sound or light).
»  Trigger: Activated when smoke level exceeds threshold.
»  Optional: Use relay to cut off power or activate exhaust fan.
v. Mobile App Interface Module (Blynk App)
Platform: Blynk (Legacy or Blynk 10T) [ Widgets Used:
o Gauge / Value Display: Show real-time smoke level. o Notification Widget: Sends alert to
phone.
o Automation: Auto-action on threshold breach.
Setup:
o Link Auth Token.
o Assign virtual pins to match microcontroller code.
v. Power Supply Module
*  Component: 5V regulated supply or USB
*  Function: Powers NodeMCU and connected peripherals.

»  Optional: Battery backup for reliability.
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NodeMCU

V1.0

Fig 5.1 connecting diagram for smoke alert system

5.2 HUMIDITY CONTROL
i. Sensor Module
Objective: Sense real-time humidity levels.
+ Components: DHT11 or DHT22 sensor (for humidity and temperature).

¢ Microcontroller: ESP8266 or ESP32.
¢ Function:
o Read humidity value.

o Pass the data to the microcontroller at regular intervals.

ii. Communication Module
Objective: Send sensor data to the cloud (Blynk).
*  Platform: Blynk (using Blynk 10T platform or Blynk Legacy).
*  Function:
o Connect ESP8266/ESP32 to Wi-Fi.

o Push humidity data to a virtual pin in Blynk app.
iii. Control Module

Objective: Trigger humidifier or dehumidifier based on thresholds.

Function:
0 Set a threshold (e.qg., via Blynk slider).

0 If humidity > upper threshold — activate dehumidifier. o If humidity < lower threshold

— activate humidifier.

iv. User Interface Module (Blynk App) Objective: Allow the user to:

*  View current humidity.
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»  Set thresholds using sliders.
Manually control the devices (optional).
v. Ul Elements in Blynk:
Gauge/Label (V1): Display humidity.
Slider (V2, V3): Set humidity thresholds.

Switch/Button (optional): Manual override.

Fig 5.2 connecting diagram for humidity control

5.3 WATER LEVEL MONITORING
i. Sensor Module Purpose:
To detect and measure the water level in the tank/reservoir.

Implementation Details:
»  Utilizes Ultrasonic Sensor (HC-SR04) to measure distance from the top of the tank to the water surface.
*  The sensor is mounted on the top and interfaced with a microcontroller (e.g., NodeMCU or Arduino).

The sensor sends ultrasonic pulses and measures the time taken for the echo to return to calculate the distance (and thus water
level).

ii. Microcontroller Interface Module Purpose: To read data from the sensor and process it for communication.
Implementation Details:
A Node MCU (ESP32) is used for its Wi-Fi capability and compatibility with 10T applications.
* It reads analog/digital values from the sensor and converts the measured distance into water level
percentage.
»  Also handles triggering of alerts and threshold management.
iii. Communication Module Purpose: To transmit the processed water level data to the cloud/server.
Implementation Details:
* Integrated with Wi-Fi through NodeMCU to enable wireless data transmission.

* Uses MQTT or HTTP protocols to send data to cloud services such as Blynk web, Firebase, or a custom

Server.

Copyright to JIRMET Www.ijirmet.com 13



&2 JIRMET ISSN (Online): 2456-0448

International Journal Of Innovative Research In Management, Engineering And Technology
Vol. 11, Issue 1, January 2026

iv. Cloud Storage and Dashboard Module Purpose: To store and visualize the water level data remotely.
Implementation Details:
*  Cloud platform (e.g., Blynk, or Firebase) is used to log data.
« Adashboard is created to visualize the data in the form of graphs, gauges, or indicators.
»  Supports analytics such as daily water usage patterns, refill time predictions, etc.
v. Alert and Notification Module Purpose: To notify the user when water levels reach certain critical thresholds.
* Implementation Details: If the water level falls below or rises above predefined limits, alerts are triggered.
* Notifications are sent via SMS, Email, or mobile app (using services like IFTTT, Twilio, or Blynk
notifications).
*  Helps prevent overflow or dry-run situations.
vi. Power Supply Module Purpose: To ensure uninterrupted power to all components of the system.
Implementation Details:
*  Uses a regulated 5V power supply for the microcontroller and sensors.
* May include a battery backup or solar power system for deployment in remote areas.
v. Enclosure and Mounting Module Purpose: To protect the hardware components from environmental factors.
Implementation Details:
*  The sensor and controller are enclosed in a waterproof casing.

*  Proper mounting ensures accurate readings and long-term durability.

Fig 5.3 connecting diagram for water level monitoring

5.4 SECURITY SYSTEM
i. PIR Sensor Module Purpose:
To detect motion in the monitoring area.

Implementation Details:
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» Utilizes a PIR sensor (e.g., HC-SR501) which detects infrared radiation emitted by humans or animals. The
sensor outputs a digital HIGH signal when motion is detected.

*  The detection range and delay time are adjustable via onboard potentiometers.

ii. Microcontroller Processing Module Purpose:
To process the PIR sensor input and control subsequent actions.

Implementation Details:

* NodeMCU (ESP8266) is used for its in-built Wi-Fi support and compatibility with 10T platforms.

*  Monitors digital input from the PIR sensor.

»  Upon detecting motion, the controller triggers alerts and updates the status on the Blynk app.
iii. Communication Module Purpose:

To establish wireless communication between the microcontroller and Blynk cloud.
Implementation Details:
*  Wi-Fi credentials are configured in the NodeMCU to connect to the internet.

*  Uses Blynk libraries to establish a connection with the Blynk Cloud
iv. Blynk App Interface Module
Purpose: To provide a user-friendly interface for system monitoring and control.

Implementation Details:
*  Acustom dashboard is created in the Blynk mobile application.
Includes:
o Notification Widget for real-time alerts. o Button Widget to arm/disarm the
system.
o LED Widget to indicate system status (Active/Inactive).
All widgets are linked via Virtual Pins to the NodeMCU.
v. Alert and Notification Module Purpose: To notify the user of any unauthorized movement or breach.
Implementation Details:
*  When motion is detected and the system is armed, a push notification is sent to the user via the Blynk app.
+  Optional features include email alerts or SMS integration (using IFTTT or third-party services).

* Notifications include timestamp and status details for event logging.

vi.Power Supply Module Purpose: To power the microcontroller and sensor reliably.
Implementation Details:

* A5V regulated power supply is used to power the NodeMCU and PIR sensor.

«  Optional use of a rechargeable battery or USB power bank for portability and power backup.
vii.Enclosure and Mounting Module :To securely mount and protect hardware components.
Purpose:

Implementation Details:
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*  The PIR sensor and NodeMCU are placed in a weather-resistant enclosure.
»  Proper mounting at entrances or corners of rooms ensures optimal detection coverage.

*  Aesthetics and safety are considered in the enclosure design.
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Fig 5.4 connecting diagram for security system

5.5 INTEGRATION INTO BLYNK DASHBOARD
i. Sensor and Data Acquisition Module Purpose: To measure the water level in the tank using sensor data.
Implementation Details:

* Anultrasonic sensor (e.g., HC-SR04) is used to detect the distance between the water surface and the tank
top.

*  The data is acquired by the NodeMCU (ESP8266), which is programmed to calculate the actual water level
based on the tank height.

ii.Microcontroller and Wi-Fi Connectivity Module To process sensor data and communicate with the Blynk server.
Purpose:

Implementation Details:
*  The NodeMCU acts as both the processing unit and the communication interface.
* It connects to Wi-Fi using built-in capabilities and is programmed via the Arduino IDE with the Blynk
library.

*  The microcontroller sends real-time water level data to the Blynk cloud server using virtual pins.
iii. Blynk App Integration Module Purpose: To display real-time data and allow user interaction through a mobile app.
Implementation Details:

»  The Blynk mobile application (available on Android/iOS) serves as the user interface.
*  Widgets used in the app:
o Gauge or Level Indicator to show water level percentage. o LED Widget to indicate
high/low level warnings. o Notification Widget to send alerts.

o Terminal Widget (optional) for logs or status messages.
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[1 The app receives data via Blynk virtual pins (e.g., VO, V1, etc.) and updates widgets accordingly.

iv.Threshold and Alert Module Purpose: To generate alerts when the water level crosses defined limits.
Implementation Details:

»  Water level thresholds (e.g., <20% = Low, >90% = Full) are defined in the NodeMCU code.
*  When the level breaches a threshold, the NodeMCU:

o Triggers in-app notifications via the Blynk Notification widget. o Optionally lights up an LED
widget on the Blynk app.

o Can also be configured to send email/SMS alerts using Blynk automations or IFTTT.
v. Data Logging and Visualization Module Purpose: To log historical data for future analysis and visualize trends.

Implementation Details:
* Blynk’s History Graph widget is used to store and display past water level values.

*  This helps in understanding usage patterns and predicting refill times.

» Datais stored on the Blynk cloud and is accessible from anywhere.
vi. System Housing and Deployment Module Purpose: To physically install and protect the system.
Implementation Details:

*  The NodeMCU and sensors are enclosed in a weatherproof enclosure.

*  Proper mounting ensures accurate readings and component safety.

.

Installation near the tank top allows the ultrasonic sensor to have a clear path to the water surface.

VI. RESULTS AND OUTPUT

The loT-enabled Integrated Home Automation System was successfully implemented and tested for multiple smart home
functions. Each subsystem (module) was evaluated for its performance in a real-world environment. The outcomes

demonstrate the reliability, responsiveness, andeffectiveness of the system in automating essential home monitoring tasks.

6.1 Water Level Management
*  Result:
The ultrasonic sensor accurately measured the water level in the overhead tank.

Data was processed and displayed in real-time on the Blynk app dashboard.
*  Output:

o Water level shown as a percentage on a gauge widget.

o  Alerts triggered on mobile when the level was too low (below 20%6) or too high (above 90%).

o Users were able to make decisions on when to turn the motor ON/OFF based on app insights.

6.2 Security System using PIR Sensor
* Result:
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The PIR motion sensor effectively detected human movement within its range.
When motion was sensed during pre-defined hours, the system triggered an alert.

* Output: o Real-time push notifications sent to the user's phone via the Blynk app. o LED indicators on the
dashboard turned red upon intrusion detection. o Optional: Camera module captured images (if integrated) or
triggered alarm system.

6.3 Smoke Detection
¢ Result:

*  The MQ-2 gas sensor was tested with minor smoke/vapor to simulate fire or gas leaks. It detected significant smoke
levels accurately.

*  Output:
o Threshold breach triggered a buzzer (if attached) and immediate app notification.

o Smoke levels displayed in analog value or percentage on the Blynk app.

o Visual alarm shown via LED widget turning red.

6.4 Humidity Control
*  Result:
The DHT11 sensor continuously monitored ambient humidity and temperature. If humidity rose above a
comfortable limit, it activated a relay to turn on a dehumidifier or fan.
*  Output:
o Humidity and temperature values displayed in real time on the app.
o  Control mechanism activated automatically based on thresholds.

o Logs of humidity levels visible on the graph widget for trend analysis.

Overall System Integration

All modules functioned simultaneously without interference. The Blynk dashboard successfully centralized the control
and monitoring of the entire system. Users were able to:

*  Viewall sensor data in one app.
* Receive instant alerts and status updates.
*  Monitor historical trends via graphs.

Remotely access system status via internet.
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VIL. FUTURE SCOPE AND ISSUES

The future scope outlines potential enhancements, upgrades, or directions in which the project can evolve. The issues
definition section highlights the existing problems or challenges the project aims to solve. It sets the context for why the
project was initiated.
7.1 ADVANTAGES

a) Centralized Control via 10T Platform:The use of the Blynk IoT platform allows seamless and centralized control of all
modules such as water level monitoring, intrusion detection, smoke sensing, and humidity control from a single mobile

application.

b) Real-Time Monitoring and Alerts: All components operate in real-time, providing users with up-to-date
information and immediate alerts through the app. This enhances home safety, energy efficiency, and resource
management.

c) Energy and Water Conservation: The system helps in optimizing water usage by monitoring tank levels and
reducing overflow or dry-run situations. Automatic humidity control contributes to energy savings by activating fans
or dehumidifiers only when necessary.

d) Enhanced Security: The PIR motion sensor provides an additional layer of security by alerting users about
unauthorized movements, potentially preventing theft or intrusions.

e) Scalability and Modularity: The modular approach of implementation ensures that additional sensors or devices
can be easily integrated into the system without overhauling the architecture.

f) Remote Access and Control: Being loT-based, users can access the system from anywhere in the world using an internet
connection.

7.2 LIMITATIONS
a) Internet Dependency
The entire system depends heavily on a stable internet connection. Any network failure can disrupt
communication between sensors and the cloud, affecting functionality.
b) Limited Range of Sensors

Some low-cost sensors (e.g., DHT11, HC-SR04) have limited accuracy and range, which can affect data reliability in
large or complex environments.

c) Power Supply Reliability A continuous power supply is required to keep the system operational. In areas with frequent
power outages, the system may not perform consistently unless a backup source is used.

d) Initial Setup Complexity For non-technical users, initial setup involving microcontroller programming, wiring, and
dashboard configuration may be challenging.

e) Data Privacy and Security Since the system transmits and stores data over the internet, it may be vulnerable to cyber
threats if proper security measures are not implemented.

7.3 FUTURE SCOPE

a) Integration with Voice Assistants
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Future versions of the system can be integrated with smart assistants like Amazon Alexa or Google Assistant, enabling
voice-controlled automation.
b) Al-based Decision Making Incorporating machine learning algorithms can enable the system to learn user behavior
and optimize device operation for better efficiency and comfort.
¢) Enhanced Sensor Suite Using more accurate sensors (e.g., ultrasonic level sensors )
d) Solar Power Integration To enhance sustainability, the system can be powered by solar panels, especially for
outdoor modules like water level monitoring or garden sensors.
e) Expansion into Full Smart Home Ecosystem The current project can be extended to include smart lighting, door
locks, appliance control, and energy usage monitoring to create a fully integrated smart home ecosystem.
f). Local Data Storage with Edge Computing
Implementing edge computing devices (e.g., Raspberry Pi) to store and process data locally would reduce reliance on
cloud services and improve response time.
g). Mobile App Customization
Future updates can include a custom mobile app instead of relying solely on Blynk, offering better user interface,
enhanced features, and branding opportunities.
7.4 PRIVACY ISSUES
a) Data Collection and Exposure
The system continuously collects data from various sensors (e.g., water levels, motion activity, humidity, gas levels),
which can reveal sensitive information about household patterns, occupancy, and habits. If this data is not encrypted or
stored securely, it can be accessed by unauthorized users.
b) Third-Party Platform Risks Since platforms like Blynk are cloud-based, data is transmitted and stored on external
servers. If the platform’s privacy policies are weak or the servers are compromised, users’ data may be exposed to
unintended parties.
c) Lack of User Control Users may not have granular control over what data is collected, stored, or shared.

* Mitigation Measures: Use encryption protocols (HTTPS, TLS).

* Limit data collection to only essential parameters.

» Inform users of data policies and allow them to manage permissions.

7.5 SECURITY ISSUES

a) Unauthorized Access

If strong authentication isn’t used (e.g., weak passwords, unencrypted APIs), attackers can gain access to the
system, allowing them to manipulate devices or monitor the household.

b) 10T Device Vulnerabilities Low-cost microcontrollers like NodeMCU (ESP8266) have limited builtin security
features. They are vulnerable to firmware attacks or buffer overflows.

c) Cloud Server Attacks
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Cloud services are targets for Distributed Denial-of-Service (DDoS) or data breaches, which could disable your system or

leak personal information.

d) Firmware Tampering
If firmware updates are not authenticated, attackers could upload malicious code to 10T devices.
Mitigation Measures:

»  Enable two-factor authentication (2FA) for dashboard access.

*  Regularly update firmware and apply patches.

»  Use encrypted communication protocols like SSL/TLS.

»  Set up firewall rules and secure APl endpoints.

7.6 POWER BACKUP ISSUES
a) System Downtime The entire system depends on continuous power for both sensing and communication. Power outages

render the system inoperative, which is critical for security and smoke detection.

b) Microcontroller & Router Dependency If the microcontroller or Wi-Fi router loses power, real-time monitoring and

alerts will fail.

c) Data Loss Unsaved sensor readings or event logs may be lost during power cuts, affecting system reliability and
diagnostics.
Mitigation Measures:

* Integrate an Uninterruptible Power Supply (UPS) or battery pack for the NodeMCU and router.

»  Use energy-efficient sensors to extend backup time.

»  Consider solar power for outdoor or remote modules like the water level unit.
* Implement local storage (e.g., SD card or EEPROM) to cache data during power failures.

VIIl - CONCLUSION AND SUMMARY
The loT-enabled Integrated Home Automation System developed in this project aims to enhance modern living by

automating critical household functions such as water level monitoring, intrusion detection, smoke detection, and
environmental condition control.

With the rapid growth of the Internet of Things (10T), smart home systems have gained prominence due to their ability to
provide real-time control, energy efficiency, security, and convenience.

This project successfully demonstrates how low-cost, open-source hardware and cloud-based platforms can be
used to create a reliable and scalable home automation solution. At the core of the system lies the NodeMCU ESP8266
microcontroller, which connects all sensor modules to the Blynk IoT platform. Each sensor is dedicated to a specific
function: the ultrasonic sensor measures the water level, the PIR sensor detects human motion for security, the MQ-2
sensor identifies smoke or gas leaks, and the DHT11 sensor tracks humidity and temperature levels. The integration of
these sensors into one central control unit allows seamless communication, data processing, and remote monitoring

through the Blynk mobile app.
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The system enables users to view real-time data from all modules, receive alerts through push notifications, and
respond accordingly. For instance, water level readings are displayed as percentages and trigger alerts if they exceed or drop
below defined thresholds. The PIR sensor instantly notifies users of unauthorized movements, thereby acting as an early
warning system. Smoke detection helps prevent fire hazards by informing users of dangerous gas levels. The humidity
control system can automatically switch on a fan or dehumidifier when environmental conditions go beyond comfortable

limits.

All this information is made available through an easy-to-use, centralized dashboard on a smartphone. Despite its
functionality, the system faces certain challenges. It is highly dependent on continuous internet and power supply. In the

event of outages, both data transmission and automated responses may be disrupted.

There are also privacy and security concerns, as personal home data is transmitted over the cloud, making it
vulnerable to cyberattacks if not properly encrypted.

Additionally, the sensors used are low-cost and may have limitations in terms of accuracy and durability. Looking ahead,
the system can be enhanced through multiple avenues. Future improvements may include integrating voice assistants like
Alexa or Google Home, implementing artificial intelligence to predict user behavior and automate actions, and upgrading
to higher-precision sensors. Power backup solutions, such as solar energy or UPS systems, could ensure uninterrupted
operation. Data security can be strengthened with encryption, secure APIs, and edge computing to process data locally.
Moreover, a custom-built app could replace third-party platforms for improved control and branding.

In conclusion, the project demonstrates a comprehensive, cost-effective, and modular approach to home automation.
It showcases the potential of I0T to improve daily life, reduce manual effort, and enhance home safety and resource
efficiency. With future development and scalability, this system can form the basis for a complete smart home solution

aligned with modern technological and sustainability trends.
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