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Abstract: The Intelligent API Gateway is a specialized middleware system designed to secure and manage high volume API traffic in
enterprise environments. Built on the MERN stack (MongoDB, Express.js, React, Node.js) with Redis integration, the system provides a
centralized control plane that enhances security, reliability, and scalability. Its core innovation lies in combining essential gateway
functions — request routing, authentication, and logging — with advanced capabilities including real-time abuse detection, dynamic
rate limiting using Token Bucket and Sliding Window algorithms, JWT-based stateless authentication, and an interactive React-based
admin dashboard. Data collection and preprocessing pipelines ensure that only valid, authenticated, and non-excessive API traffic is
forwarded to backend services. Static code analysis using ESLint is incorporated to maintain code quality and reduce runtime
vulnerabilities.

Index Terms— API Gateway, MERN Stack, JWT Authentication, Redis Rate Limiting, Dynamic Rate Limiting, Abuse Detection, Data
Preprocessing, Static Code Analysis, Microservices Security.

I. INTRODUCTION

Application Programming Interfaces (APIs) serve as the primary communication layer in modern distributed systems,
microservices architectures, and cloud-native applications. As APl usage scales across enterprise environments, managing
and securing the volume, diversity, and sensitivity of API traffic becomes increasingly complex. Without a centralized
gateway, backend services are directly exposed to threats such as brute-force authentication attempts, denial-of-service
attacks, and API abuse.

Existing APl management solutions address some of these concerns but fall short in key areas: static rate limiting policies
cannot adapt to real-time traffic spikes, manual threat detection creates dangerous response delays, and limited monitoring
dashboards reduce operational visibility. There is a pressing need for a smart, automated, and scalable gateway that handles
all these concerns in a unified system.

This paper presents the Intelligent APl Gateway — a MERN stack-based middleware that centralizes API security and
management through JWT authentication, Redis-powered dynamic rate limiting, real-time abuse detection, interactive
monitoring, data collection and preprocessing pipelines, and static code analysis — all in one coherent, cloud-ready platform.

I1. OBJECTIVES
The primary objectives of the Intelligent APl Gateway are:
«  Ensure secure API traffic through robust authentication and continuous monitoring of all incoming requests.
»  Provide centralized control for managing, routing, and governing all API requests across backend services.
« Implement efficient dynamic rate limiting using Redis to prevent server overload and denial-of-service conditions.
«  Enhance system performance through fast in-memory caching with Redis, reducing response latency significantly.

» Detect and prevent malicious or abnormal APl usage patterns through real-time abuse scoring and automated
blocking.

»  Maintain high availability and horizontal scalability through a stateless, cloud-ready architecture.
» Deliver an interactive admin dashboard for live traffic visualization, configuration, and alerting.
«  Ensure code quality and security through integrated static code analysis using ESL.int.

I11. PROBLEM STATEMENT

The primary challenge addressed by this work is the absence of a unified, intelligent, and adaptive mechanism for managing
and securing API traffic at scale. Conventional approaches exhibit the following critical limitations:

«  Static rate limiting policies are incapable of adapting to real-time fluctuations in request volume, causing either over-
restriction during legitimate spikes or under-restriction during attacks.

Copyright to JIRMET Www.ijirmet.com 81



& JRMET ISSN (Online): 2456-0448

International Journal Of Innovative Research In Management, Engineering And Technology
Vol. 11, Issue 3, March 2026

« Manual threat detection requires human intervention, creating response delays that leave systems vulnerable for
extended periods.

« Fragmented authentication mechanisms across individual services create inconsistent security boundaries and
increase the attack surface.

« Absence of a centralized monitoring interface makes it difficult for administrators to detect anomalies, visualize
traffic patterns, or respond to incidents in real time.

» Lack of data validation and preprocessing at the gateway level allows malformed or unauthorized requests to
consume backend resources unnecessarily.

This research addresses all of the above limitations by developing an Intelligent APl Gateway that automates security
enforcement, adapts rate limiting in real time, centralizes authentication, and provides comprehensive operational visibility.

IV. LITERATURE SURVEY

A structured review of existing work in the domains of APl gateway design, rate limiting, JWT authentication, Redis
caching, and threat detection was conducted. The following table summarizes the key papers, their methodologies, and their
limitations that motivated the proposed system:

TABLE | LITERATURE SURVEY

S.No | Paper Title Author Methodology Advantages Disadvantages
1 Performance T. Amaral | Compares Node.js | Handles large users | Complex initial
Analysis of API et al. gateways vs. direct | with low CPU usage | security rules setup
Gateways in service calls
Microservices
2 Secure JWT | P.S. Uses JWT tokens| No need to store | Difficult to cancel
Framework Rathore for user login and | sessions in database | token before expiry
security
3 Redis Rate Limiting | S. Vora Uses Redis | Super-fast Requires a separate
memory to count performance (under | server for Redis
requests fast 1ms) cache
4 Threat Detection A. Analyzes behavior | Blocks attacks | May block real users
Srivastava | to find bots and | before reaching | — false positives
hackers server

The review reveals that while individual techniques — JWT authentication, Redis rate limiting, and behavioral threat
detection — have each been studied in isolation, no existing work combines all these capabilities into a single, unified API
gateway with an interactive dashboard and preprocessing pipeline. This gap motivates the proposed system.

V.SYSTEM ARCHITECTURE

The Intelligent APl Gateway adopts a layered, modular architecture to ensure separation of concerns, maintainability, and
scalability. Each layer handles a specific responsibility, communicating through well-defined interfaces. The architecture is
organized into four primary layers as shown below.
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Layered System Architecture — Presentation, Gateway Logic, and Data Layers

A. Client / Presentation Layer

This is the topmost layer through which all APl consumers — web browsers, mobile applications, third-party services, and
internal microservices — send requests. The layer also houses the React.js-based interactive admin dashboard, which allows
administrators to visualize real-time traffic, configure rate limits, view abuse alerts, and manage APl keys without interacting
with the underlying infrastructure directly.

B. Gateway / Application Layer (Node.js + Express.js)

This is the core processing layer of the system. It receives every incoming API request and applies the following operations
in sequence: JWT token validation or APl key verification, rate limit checking via Redis, abuse score evaluation, data
preprocessing and validation, and finally, dynamic routing to the appropriate backend service. This layer is intentionally
stateless — all session and counter state is offloaded to Redis — enabling horizontal scaling.

C. Caching and Rate Limiting Layer (Redis)

Redis serves as the high-performance in-memory data store for two critical functions. First, it stores request counters per
client per time window to enforce rate limits with sub-millisecond latency. Second, it caches frequently accessed API
responses, reducing backend load and improving response times. Redis key-value pairs are configured with TTL values that
align with the rate limiting window and cache freshness requirements.
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D. Data / Persistence Layer (MongoDB)

MongoDB stores all persistent data including user profiles, API key registrations, request logs, abuse detection records, and
historical performance metrics. This structured data enables retrospective security auditing, analytics, and long-term trend
analysis. The data layer is accessed exclusively through the application layer, ensuring clean separation of concerns.

VI. EXISTING METHODOLOGY

Conventional APl management solutions follow a rigid, linear request processing pipeline with the following steps:
1. Client sends an API request directly to the gateway or backend service.

Authentication is performed using static API keys or basic tokens with no expiry enforcement.

Static rate limiting applies a fixed threshold per client regardless of real-time traffic conditions.

Rule-based request filtering performs basic pattern matching without adaptive logic.

Basic logging records request metadata to flat files or simple databases without analytics.

Threat detection relies on manual review of logs and administrator-initiated blocking.

Security policies are fixed configurations that require manual updates by DevOps teams.

No g~ wbd

These limitations result in delayed threat response, high operational overhead, poor scalability under dynamic traffic loads,
and limited visibility into API usage patterns.

VII. PROPOSED METHODOLOGY

The Intelligent APl Gateway replaces the static pipeline with a dynamic, automated, and intelligent request processing
architecture built on four key innovations:

A. Stateless Architecture

The gateway is designed with complete statelessness — no session state is stored in the application layer. All clientspecific
state, including authentication tokens and rate limit counters, is managed externally in Redis. This design allows the gateway
to scale horizontally by adding new instances without coordination or shared memory, enabling it to handle thousands of
concurrent requests per second.

B. Redis-Powered Dynamic Caching and Rate Limiting

Redis serves as the backbone of both caching and rate limiting. For caching, frequently requested API responses are stored
with configurable TTL values, reducing backend calls by up to 70% for read-heavy endpoints. For rate limiting, Redis atomic
increment operations on per-client keys implement both Token Bucket and Sliding Window algorithms with sub-millisecond
decision latency. Rate limit thresholds can be adjusted live through the admin dashboard without restarting the gateway.

C. Real-Time Analytics and Abuse Detection

The Node.js application layer processes all incoming request headers and computes an abuse score for each client in real time
using the following weighted formula:

AbuseScore = (FailedRequests x 0.5) + (RequestVelocity x 0.3) + (AnomalyPattern x 0.2)

Clients whose abuse score exceeds a configurable threshold are automatically blocked. False positive mitigation is supported
through IP whitelisting and manual override controls.

D. Interactive React Admin Dashboard

The React-based admin dashboard provides live visibility into all gateway operations. Administrators can view realtime
request traffic graphs, active rate limit violations, abuse alerts, cache hit/miss ratios, and backend service health.
Configuration changes are applied instantly through the dashboard without any downtime.

VIII. DATA COLLECTION IN INTELLIGENT API GATEWAY

The data collection module operates at the gateway entry point and captures comprehensive metadata for every incoming API
request. The following categories of data are collected:
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API Request Details: The full URL path, HTTP method (GET, POST, PUT, DELETE), and all request headers.
User Information: The client's username and API key extracted from request headers or query parameters.

Response Status Codes: HTTP status codes — 200 (success), 401 (unauthorized), 429 (rate limit exceeded) —
logged alongside each request.

Request Count Tracking: Per-client request counters maintained in Redis for each active time window to support
rate limiting enforcement.

TABLE Il DATA COLLECTION PARAMETERS

Data Type Fields Collected Purpose
Request Metadata URL, HTTP method, headers Identify and route requests
User Identity Username, API key Authentication and authorization
Response Status 200 (OK), 401 (Unauth), 429 (Rate | Monitor traffic health
limit)
Traffic Counter Request count per time window Enforce rate limiting rules

IX. DATA PREPROCESSING IN INTELLIGENT APl GATEWAY

Before any request is forwarded to a backend service, it passes through a multi-stage preprocessing pipeline that validates,
normalizes, and filters the request. Only requests that pass all stages are forwarded:

8.
9.

10.
11.

12.

API Key Validation: Invalid or revoked keys result in an immediate 401 Unauthorized response.
Request Format Check: Malformed requests are rejected with a 400 Bad Request response.
Rate Limit Check: Requests exceeding the threshold are rejected with a 429 Too Many Requests response.

Abuse Score Evaluation: Clients exceeding the blocking threshold are blocked before consuming any backend
resources.

Cleaned Log Storage: All preprocessed request metadata is stored in MongoDB for audit and analytics purposes.

X.STATIC CODE ANALYSIS

Static code analysis is integrated into the Intelligent APl Gateway's development pipeline using ESLint. Unlike runtime
analysis, static analysis examines source code before execution, identifying bugs, security vulnerabilities, and quality issues
at the earliest stage:

Bug Detection Before Execution: Identifies undefined variables, unreachable code, and improper error handling
before deployment.

Security Vulnerability Identification: Detects injection risks, insecure direct object references, and missing input
validation.

Code Quality and Maintainability: Enforces consistent coding standards across the codebase, reducing technical
debt.

Secure API Implementation Assurance: Every code change is automatically analyzed before deployment, creating a
continuous quality gate.

Runtime Error Reduction: Proactive static analysis reduces the frequency of production errors, contributing directly
to high availability.
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XI. ALGORITHMS USED

A. Token Bucket Algorithm — Rate Limiting

The Token Bucket algorithm models each client as a bucket with a maximum capacity of N tokens. Tokens are added at a
fixed refill rate. Each incoming request consumes one token. If the bucket is empty, the request is rejected with HTTP 429.
This algorithm allows burst traffic up to the bucket capacity while enforcing a long-term average rate equal to the refill rate.
Redis atomic operations implement the token decrement and refill logic with submillisecond latency.

B. Sliding Window Algorithm — Rate Limiting

The Sliding Window algorithm tracks the exact timestamp of each request within a configurable time window. Unlike fixed
window counters, the sliding window prevents boundary exploitation attacks. Redis sorted sets implement this with O(log N)
per-operation complexity, ensuring accuracy without sacrificing performance.

C. JWT — Stateless Authentication

JSON Web Token (JWT) provides stateless authentication without requiring the server to maintain session state. Each JWT
contains a header (algorithm specification), a payload (user identity and claims), and a cryptographic signature. The gateway
verifies the signature and checks token expiry on every request. Invalid or expired tokens result in immediate rejection.

D. Rule-Based Abuse Detection
AbuseScore = (FailedRequests x 0.5) + (RequestVelocity x 0.3) + (AnomalyPattern x 0.2)

Failed authentication attempts carry the highest weight (0.5) as the strongest indicator of malicious intent. Request velocity
(0.3) captures unusually high request rates. Anomaly patterns (0.2) account for irregular access such as hitting a large number
of distinct endpoints in a short period. Clients exceeding the threshold are automatically blocked.

E. Redis Caching — Performance Optimization

Frequently accessed API responses are cached in Redis with configurable TTL values. A cache hit returns the response
instantly at under 1ms latency without forwarding to the backend. A cache miss forwards the request to the backend, stores
the response in Redis, and returns it to the client — significantly reducing backend load for read-heavy workloads.

F. Dynamic Routing

Dynamic routing matches incoming request URL patterns against a registered routing table and forwards traffic to the
corresponding backend service. Routes are configured and updated through the admin dashboard at runtime, supporting path
parameters, query string matching, and HTTP method-based routing across multiple backend services.

XIl. PARAMETERS USED

TABLE 11l PARAMETERS USED IN THE INTELLIGENT API GATEWAY

Category Parameter Purpose
API Details URL, HTTP Method, Headers Identify the request target and type
User Data API Key, JWT Token Authenticate and authorize the caller

Traffic Control

Request Count, Rate Limits

Enforce rate limit policies

System Factors

Cache Expiry (TTL), Response Time

Optimize caching and performance

Security

Status Codes (200/401/429), Abuse
Score

Detect and block malicious usage
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XIl. MODEL IMPLEMENTATION

The model implementation of the Intelligent APl Gateway integrates all system components into a working end-toend
pipeline. The diagram below illustrates the complete implementation showing the request processing flow, core modules, and
data interactions between components.

Model Implementation of |

System Architecture —— Request Processing Flow — Core Modules Implemented

I Frontend: HTML + Tailwind CSS «© API Key Authentication

API Gateway
& Backend: Node.js + Express.js API Request - " API Response @ Rate Limiter

G— API Key Validation
Database: SQLite s Request Logger

Rate Limiter
@

= g7 User Management
‘Logging Module i

lStore Logs
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Database

Basic Backend Logic
/' Check API Key Validity +/ Enforce Rate Limits

v/ Log Requests & Responses v/ Return 401 / 429 Errors

Model Implementation — Request Processing Pipeline and Core Modules

A. Backend — Node.js / Express.js

The core gateway logic is implemented in Node.js using the Express.js framework. Middleware functions handle each stage
of the request pipeline: authentication, rate limiting, abuse scoring, preprocessing, and routing. The modular middleware
design allows individual components to be updated or replaced without affecting others. All backend components are
stateless, with state delegated to Redis and MongoDB.

B. Caching and State — Redis

Redis is configured with separate key namespaces for rate limit counters (rl:{clientld}:{window}), cache entries
(cache:{routeHash}), and abuse scores (abuse:{clientld}). All Redis operations use atomic commands — INCR, EXPIRE,
ZADD — to prevent race conditions under concurrent load.

C. Persistence — MongoDB

MongoDB collections store user records, APl key registrations, access logs, abuse event records, and configuration data.
Indexes are applied on frequently queried fields — API key, client IP, and timestamp — to ensure fast retrieval even at high
log volumes.
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D. Admin Dashboard — React.js

The admin dashboard is implemented as a React.js single-page application communicating with the gateway backend through
REST APIs. It displays real-time request volume charts, cache hit/miss ratios, rate limit violation frequency, and abuse score
distributions. Configuration changes are applied instantly without any gateway restart.

XIV. NOVELTY

ML-Based Predictive Abuse Detection (Planned): The current rule-based abuse scoring system is designed as the
first stage of a two-phase architecture. The second phase will integrate machine learning models trained on historical
abuse patterns.

Real-Time Anomaly Detection at the Gateway Layer: Anomaly detection is performed at the entry point, preventing
malicious requests from consuming any backend resources.

Automated Threat Blocking with Live Configuration: The system automatically blocks clients exceeding abuse
thresholds and supports live threshold adjustment without gateway restart.

Al-Driven Monitoring Dashboard: The admin dashboard provides active, configurable alerting — making it an
operational tool rather than a passive reporting tool.

Multi-Cloud Scalability Support: The stateless architecture and Redis-based state management enable deployment
across multiple cloud providers simultaneously.

Predictive Alert System: Rate limit violation trends and abuse score trajectories are surfaced as predictive alerts
before thresholds are actually breached.

Self-Learning Gateway Roadmap: The architectural design anticipates integration of reinforcement learning for
dynamic routing optimization and adaptive rate limit tuning.

XV. COMPARATIVE ANALYSIS WITH EXISTING SYSTEMS

TABLE IV COMPARISON BETWEEN EXISTING SYSTEMS AND PROPOSED FRAMEWORK

Feature Existing System Proposed System

Authentication Static API Key JWT + API Key

Rate Limiting Static / Fixed Dynamic — Token Bucket / Sliding
Window via Redis

Threat Detection Manual blocking Automated rule-based + ML-ready
scoring

Caching None Redis in-memory (< Ims latency)

Dashboard Basic logs Interactive React admin panel

Scalability Limited / Vertical Horizontal / Stateless / Cloud-ready

Routing Fixed rules Dynamic pattern-based routing

Data Collection Partial logs Full: URL, method, headers, user,
status, count

Code Quality No analysis ESLint static analysis integrated
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The comparative analysis demonstrates that the proposed system uniquely combines all critical APl management capabilities
— dynamic rate limiting, automated threat detection, Redis caching, JWT authentication, and an interactive dashboard —
into a single, cohesive, and scalable framework that no existing conventional solution provides.

XVI. CONCLUSION

This paper presented the Intelligent APl Gateway — a MERN stack-based middleware system for securing and managing
high-volume API traffic. The system integrates JWT-based stateless authentication, Redis-powered dynamic rate limiting
using Token Bucket and Sliding Window algorithms, real-time rule-based abuse detection, comprehensive data collection
and preprocessing pipelines, static code analysis using ESLint, and an interactive React.js admin dashboard into a unified,
cloud-ready solution.

The gateway's stateless architecture enables horizontal scalability to handle thousands of concurrent requests per second. Its
dynamic rate limiting and automated abuse detection capabilities significantly reduce the attack surface for backend services
while maintaining high availability and performance for legitimate traffic. By centralizing security enforcement, traffic
management, and operational monitoring into a single entry point, the system transforms APl management from a reactive,
manual process into a proactive, automated, and data-driven operation.

XVIIl. FUTURE WORK

*  Machine Learning Integration: Train supervised models on historical abuse and traffic data to predict and pre-
emptively block threats before abuse thresholds are breached.

* Reinforcement Learning for Dynamic Routing: Apply RL to optimize routing decisions based on realtime backend
service performance metrics.

«  GraphQL API Support: Extend the gateway to support GraphQL queries alongside RESTful endpoints.

« OAuth 2.0 and OpenlD Connect: Integrate enterprise-grade SSO authentication protocols for compatibility with
major identity providers.

»  Service Mesh Integration: Connect with Kubernetes-native service meshes such as Istio and Linkerd for end-to-end
observability in containerized deployments.

» Large-Scale Experimental Validation: Load testing and security validation at enterprise scale across multi-cloud
environments.
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